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Preface

The purpose of this thesis was to investigate the establishment
of initial systems requirements through the use of tile storyboarding
process. The system focused on in this study was a decision support

4, system (DSS) to support the Electronic Combat Coordination Officer
(ECCO) in the retasking of airborne Electronic Combat (EC) assets.

This study would not have been possible without the help of a
large number of people. Chief among these is Lt Col Kemp and the
office of HQ USAF/XOORS who provided both encouragement and the
funds which enabled me to gather my most significant data. Equally

" important in my understanding of the real-world issues of tactical
command and control were Lt Cols Raab and Pfeiffer of the 507
TACC, Shaw AFB. Beyond their instructions on the real world of the

*- TACC, they were also kind enough to review my proposed decision
V@ aid and provide some very insightful feedback. Thanks also go to

Maj Dave Ashing, TAWC/EWEG. His expertise provided the single
most important source of information and questions concerning the
problems and possibilities of the command and control of EC assets
and their possible retasking. Within the arena of tactical command
and control, Maj Richard Reynolds, HQ USAF/XOORC, was also very
helpful in my gaining a thorough understanding of the complexities,
problems, and possibilities that accompany this subject. And neither

' "last nor least, special thanks go to Lt Col "Skip" Valusek. Both his
boot and his hand, each at the right time, helped me get through
one of the more interesting obstacle courses I've run in my life.

Finally, to my wife Anne my warm and loving thanks to the
person who really had to go through the gauntlet. Her loving support
and sane, practical advise are all the more extraordinary considering

S,.that she too was getting her AFIT 0. R. Master's Degree.

I( Charles D. Fletcher
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ABSTRACT
46

-"The air commander's ability to shape and control the battle is

just as critical for victory in the air as it is on the ground. The
inability of the commander to control his forces in a timely manner
will see them defeated by a more flexible opponent. Decision
support systems (DSS) are a tool which can aid the commander by
giving the overwhelming masses of information a structure for the
decision process at hand and by aiding the evaluation of this

* information.

The problem of being inundated by data also applies to

electronic combat (EC) assets. The commander's control of a these
scarce resources requires a complex assessment of an enemy's air
defense system and the determination of how to employ EC assets to
gain the best degradation/destruction of those defenses.

To develope a DSS to aid the commander, the functions and
requirements of the system must be established. The purpose of this
thesis was to investigate the use of the storyboarding process as a
vehicle for the establishment of systems requirements. The DSS

focused on for this study was an aid to the Electronic Combat
Coordination Officer (ECCO) for the dynamic retasking of airborne 'EC
assets. The adaptive design process was used, therefore only a small
core was initially proposed. The remainder of the, system would
follow as further requirements were generated.

The main objectives of this research were: (1) Model, through

concept mapping, the probable decision process of the ECCO for the
retasking of EC assets. (2) Continue the investigation into the
effectiveness of paper-based storyboarding in determining system
requirements. (3) Investigate the possibility of using a computer-
based storyboarding process with the aim of determining the
feasibility of user generation of system requirements.
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The results indicate that the storyboarding process is excellent
for the unambiguous communication of requirements. There is every
indication that computer-based storyboarding can prove to be even
more effective by taking the user one step closer to the actual
system and may thereby enable the generation of system

* requirement by users in the field.
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DESIGN REQUIREMENTS FOR A DECISION SUPPORT SYSTEM FOR
TIE DYNAMIC RETASKING OF ELECTRONIC COMBAT ASSETS

'V

I. Introduction

Mission: Electronic Combat (EC)

Operations involving the electromagnetic spectrum have long
been recognized as an important adjunct to all military operations.
Examples of these operations range from the radio communications
countermeasures used at Port Arthur during the Russo-Japanese War

of 1904 to the full range of electronic combat operations used by the
Israelis in their air operations over the Baaka Valley of central
Lebanon.

To support and further enhance the effective use of electronic

combat operations it is the purpose of this thesis to generate an
initial set of requirements for the development of an.aid to support
the commander in the real-time combat control of electronic combat
air assets.

AFM 1-1, Basic Aerospace Doctrine of the United States Air

Force, defines Electronic Combat (EC) as:

the integrated use electronic countermeasures (ECM),
suppression of enemy air defenses (SEAD), and command,
control, communications countermeasures (C3CM) to degrade

V . . - .... , - - .. . .Ir ,' .. , a .:: G 3 .£ :.1 t /- ;-# I. . -.. : - ' ''* ' , '..''. #,. .'''



or destroy the enemy's ability to disrupt friendly air activity.
(10:3-6,3-7)

The components of Electronic Combat are defined in JCS Publication

1, Department of Defense Dictionary of Military and Associated

Terms (12:128, 356, 77). Over the past twenty years, EC operations

have become more pervasive and used on a larger scale due to the

increasing threat of air defense systems and its recognized

contribution as a force multiplier. This has resulted in the

development of dedicated air assets in the areas of Electronic

Surveillance Measures (ESM), Electronic Intelligence (ELINT),

Electronic Countermeasures (ECM), and Suppression of Enemy Air

Defenses (SEAD). Current examples of such dedicated systems are

the F-4G Wild Weasel, EF-111 Raven, EA-6B, EH-60 HAVE QUICK,

RF-4 TEREC, OV-1 Mohawk, EC-130 Compass Call, and others.

Despite the recognized value and need for these systems, their

tremendous costs, and the resultant scarcity of these assets, only in

the last few years has there been some preliminary work done to

formulate a coherent concept of the tactics for the integrated

employment of EC hssets, but even this has been limited to the F-4G,

EC-130, and EF-111 (7). The concern over this deficiency, a subset

of the more general concept of command and control, is evidenced

by the 65th Air Division staff, among others, which is charged with

the duty of employing EC assets within the NATO Central Region (33;

7; 6). These concerns were summarized by a team of analyst headed
by Mr. Philp Cunningham of the MITRE Corporation who studied the

taskings of the 65 AD and their efforts to carry these taskings out.

Mr. Cunningham indicated that the 65 AD staff had voiced their

concern that there was currently no defined strategy for managing
the allocation of the limited EC assets to support Central Region6*
tactical operations. He stated that the staff was further concerned

that the Central Region lacked the capability to optimize the

employment of the EF-1I1A, WILD WEASEL and COMPASS CALL (8;

15; 25).

2
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With only the beginnings of a general employment concept

emerging it is not surprising there is no formal work within the Air

Force known to this writer being done on the concept of how EC

forces would be retasked during a day's battle or what would be

needed to accomplish retasking. Retasking is the assigning of an

asset to a mission when there has been no prior planning for that

possibility. This differs from an alternate mission in that an

alternate mission was planned for prior to the flight as a possible

mission if the primary mission was not pursued. The question of the

*t employment and retasking of EC assets is basically a question of

command and control, though electronic combat does bring its own
inherently unique considerations. The official Department of

Defense definition of Command and Control is:

4€ The exercise of authority and direction by a properly
designated commander over assigned forces in the
accomplishment of the mission. Command and control
functions are performed through an arrangement of personnel,
equipment, communications, facilities, and procedures
employed by a commander in planning, directing,
coordinating, and controlling forces and operations in the
accomplishment of the mission (12:77).

*O It should be kept in mind that within the overall concept of

command and control the concept of retasking is as important as the

concept of initial employment. The importance of retasking is due to

the uncertain nature of warfare and the requirement that the

commander be able to adapt his battle plan to the changing

battlefield to win.

[The] primary function of command is deploying and
maneuvering forces or other sources of potential power to be in
the best possible position to exploit opportunities as they arise.
This function can be viewed as controlling the power
distribution (29:51).

The command and control process of retasking clearly reflects the

application of the principles of Mass, or concentration of force, and

3
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Maneuver. These principles of war are no less true in the air than
they are on the ground.

Today's battlefield commander requires the assistance of an
extensive staff due to the complex problems he faces. With the
recognized need of employing electronic combat assets as a unified
mission area there is an obvious need to advise the commander as to
the best use of these forces. This requirement is being met by the
establishment of the Electronic Combat Coordination Officer (ECCO)
training course at the USAF Electronic Warfare School, Mather AFB

V (28). The ECCO must be able to advise the commander over all
phases of the command and control cycle. What capabilities does the
ECCO require to fulfill the role of command advisor?

4 r

Command and Control: The Required Capabilities of the
Electronic Combat Coordination Officer (ECCO)

The process of command and control has been modeled
extensively in the attempt gain an indepth understanding of its

,* overall functioning. Work has been done in this area by Orr, Levis
and Athans, Lawson, and others (29:26-43; 24; 29:24-25). In this
study, Orr's representation will be used because it provides an
adequate representation of the command and control process and
basically reflects the other models.

Retasking, as explained above, is but one representation of the
command and control process, requiring all its various stages.
Retasking requires the same command and control functions as the
initial employment of assets including the tasking of specific assets
against specific missions to attain desired levels of effectiveness as
measured by some evaluation system. Retasking is therefore the
command and control process forced into a time compressed cycle.
The lack of an ability to retask is not unique to the control of EC

- 4
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assets but afflicts all other missions and assets, further indicating
that this is not a problem unique to EC but a function of command

.,0 and control in general. This deficiency, from the aspect of the
commander's ability to shape and modify the battle with the advent

of new information, means that various EC assets, though available.
would be left unused or needlessly endangered, thus violating the

principles of mass, economy of force, and maneuver. These
I violations are to a great degree currently unavoidable due to the

limited time available, lack of adequate communications capabilities,
and support requirements necessary to plan and implement a new
mission (33; 7; 6). The tactical aircrew employed on a combat
mission on NATO's Central European front is faced with very limited

time before they must be aborted or are irrecoverably committed to
their initial take-off tasking and a demanding, not to say lethal,
environment that commands their undivided attention. To attempt
to retask an aircrew under these circumstances, even if the control

5t"



agency were to read the new mission information to the crew,

assuming an ECM-free environment, would prove disastrous due to
the demands on the crew's time to mentally digest the new
information, coordinate with others in their group, reconfigure their

equipment, a myriad of other absolutely necessary requirements,
and still fly the aircraft while surviving enemy assault. As a

consequence of these difficulties, any modifications to today's air
mission is generally limited to insignificant alteration of the basic
mission or thoroughly planned and understood alternate missions.

The byword of the day is "Keep it simple, stupid." This leaves
today's air commander little better off than the commanders of the

pre-Alexander period over 2300 years ago.

As stated above, the practice of retasking EC assets in the

current command and control environment is not a viable option. To
give the commander the flexibility inherent in the concept of
retasking, using Orr's model as a guide, the command and control
system would need to be enhanced to give the ECCO the following

W capabilities:

1) Monitor the progress of the battle,

* 2) Recognize the development of a problem,

3) Assess the impact of the problem on the overall mission,

4) Plan for a new mission in response to the problem or the
development of an opportunity,

5) Develop the new aircraft mission plans,

6) Communicate and coordinate the retasking,

7) Monitor and control the implementation of the change.

6



Monitor the Battle's Progress.

4[The] history of command in war consists essentially of an
endless quest for certainty--certainty about the state and
intentions of the enemy's forces; certainty about.. .the
environment in which war is fought, and, last but definitely
not least, certainty about the state, intentions, and activities
of one's own forces (45:264)

The Electronic Combat Coordination Officer must first be able to
assess the status of the current battle at many levels to include the

* state of the various EC missions. This capability is Orr's SENSE
function which has the goal of providing continuous data on the state
of the environment as supplied by various sensors (29:28). This
function is primarily a result of real-time intelligence which at this
stage in the command and control process model is still a collection of
data and not yet processed to produce a complete picture of the
battle. Yet despite its raw form, this stage is like all the other stages
in that without it the commander is ultimately blind and can do little

V to form the battle to his advantage. The ability to provide this data
is continuing to take shape in the Joint STARS program, the
CONSTANT SOURCE program, the E-3A AWACS program, and various
other programs which are essential for gathering and distributing the
varied and time-sensitive data necessary to enable the later
presentation of an accurate and complete picture of the battlefield
(or at least as complete as is possible in war) (13; 14). While this
step is essential to the commander's ability to ascertain the status of
-he battlefield, as Levis and Athans point out in their review of
command, control, and communications (C3) theory, this is only
data and not yet information (24:3). The transformation of data into
information is the process of interpreting the data and forming a
human impression of its meaning. This transformation occurs in the
next step of Orr's model which he entitles PROCESS.

Recognize Deviations: Genesis of a Problem. The ECCOmust

be able to determine that a significant change or deviation from the
planned EC support mission has occurred. The determination of a

7
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significant change requires that there be an ability to compare tile

goal state, as set forward by the attack/support plan, and
implications of the current environment. This comparison capability

implies knowledge of the critical requirements and resources as
determined in the original construction and tasking of the EC support

* package. This also implies the ability of the staff officer receiving

this information to evaluate the change in relation to the

commander's mission goals and priorities to determine if the change

constitutes a true deviation or is it within acceptable bounds. Much
of this can be done using automated computer comparison and
alarming, indicating such things as the failure of a flight to make a
route point within a mission-dependent time window.

The details of having the general ability to do dynamic mission

assessment means having the specific capability to gather real-time
knowledge on both the threat environment and the complete attack

force package, including supporting EC assets. This real-time
knowledge requires both secure, reliable, survivable, real-time

monitoring of all aircraft and feedback from aircraft and ground

support sites. This capability currently exists in an embryonic stage
in the initial efforts to modernize both the USAF and NATO Tactical

Air Control System (TACS) as well as the initial fieldings of the Joint
Tactical Information Distribution System (JTIDS) (18; 46; 35; 20).
Without these improvements to operate in the ECM environment of

the future battlefield, this information will not be available and the

commander will continue to be blind to the air battle.

An example of this requirement would be a detected change in

the threat environment which analysis shows would result in a

higher projected attrition rate. In the next step, assessment, a

comparison of the originally stated requirements and limitations for
the mission would show that the new attrition level is not greater
than the level that was deemed unacceptable or that will
significantly impact the ability of the air forces to pursue future

objectives. Consequently, no mandatory action is required, though

8
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if other EC support assets become available they could be used here
V,, if this mission has a higher priority than other missions also being

executed.

With respect to Orr's model, the process has now moved on to
the step entitled PROCESS where the data is analyzed and put into a
useful form for humans. The data can now be termed information as
it can be used to further human understanding of the environment

If Iand the building of knowledge (24:3). In the context of this
problem, the information will generally be presented in a graphic
form such as a computer screen display of a map of the battlefield
with selectable information.

Assess the Impact of the Deviation. Still within the PROCESS
stage of Orr's model, the next step the ECCO must accomplish is

evaluating the impact of the change on the outcome of the mission,
the future capability of the EC forces, and in relation to the
commander's current and future goals. The outcome of this

*assessment is a determination that either some action need be taken,
such as implementing one of the alternatives or possibly generating a
completely new tasking (retasking), or that the deviation does not
impact current operations enough to require any intervention.

An attack plan is generated using several planning boundaries.
The first is the commander's guidance which yields the overall
objectives of the air campaign. As a result of this guidance, target
lists and desired levels of target destruction are developed. An
overall understanding of unacceptable campaign attrition levels is
also developed by implication due to the need to pursue long-run
mission objects. The second constraint is the available resources.

, Based on these two boundaries, the specific combination of aircraft

and weapon is prepared to include a supporting cast of air refueling
aircraft, EC aircraft, fighter escorts, etc. This supporting cast
primarily affects the attrition level of the package but this in turn

impacts the realized destruction level of the target since a lower
attrition level going into the target will, in a general sense, yield a

9
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greater destructive force which can be applied to the target.

* Therefore, the impact of deviations in the planned mission will

generally fall into these two major categories:

1) target destruction,

* 2) projected package attrition (34; 32).

Theoretically, even changes such as the loss of a recovery base

impact the projected attrition rate. It has this kind of impact

* because the support required to put sorties in the air is no longer

there, aircraft now fly longer legs to accomplish a mission and
therefore burn more of the remaining fuel to accomplish the same
mission, thus decreasing the total number of sorties that can be

to flown, and so on.

Of course, the deviations the ECCO would be primarily
interested in would be ones that impact the lethality of the direct

threat environment such as the loss of a flight of F-4G Wild Weasels
or the sudden relocation of an SA-1O SAM to the middle of the
ingress route. The ECCO must have the capability to analyze how

these changes affect the mission, determine if the impact is

significant in relation to established goals and constraints, and if

there is time to implement a corrective action or only time for a
GO/NO GO decision. If there is time, he must then ascertain whether

a prearranged alternate plan will solve the problem or whether an
entirely new plan/retasking are required. If none of the preplanned

alternatives provide a solution, it falls to retasking to give the

commander the flexibility to respond to the challenge or opportunity
that presents itself. It is retasking that this study looks to support,

as stated at the beginning of this chapter, through the generation of

an initial set of requirements for a decision support system (DSS).

Perhaps the major capability required of the decision aid for the
viability of real-time retasking is the ability of the system to support

the rapid planning and evaluation of alternate missions in the
generation of a single new mission for retasking.

10
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Planning for Real - Time Retasking. Planning for real-time

-* retasking differs very little from that of normal planning except that

what today takes several hours, looking only at a few aircraft, must

be done in just a few minutes. In actuality the problem of planning

the mission(s) is somewhat simplified by the fact that the planner is
faced with many constraints to his flexibility and thus is left with

only a few options. The assets available to accomplish the new plan

are limited to the few aircraft on alert, either airborne or on the
ground, which have the capabilities to meet the mission needs or

those few aircraft that are left from an attack force package that was
cancelled for some reason. (The first case is substituting planned
spare assets to meet a loss while the latter case is that of an
unexpected excess of assets in position to be used.) It is very likely

that fighter-type EC assets would require air refueling prior to
joining a new attack package. Therefore, fighter-type EC assets
would drop from usefulness because of the delay this would
probably impose on the attack force and the constraint that the
retasked EC assets will not impede the attack force. Thus the
planner's options are reduced still further.

Once the filtering effect of all these and other constraints are

complete, as conducted by the ECCO and assisted by the aid through
the use of checklists and other memory aids, then the actual
generation of the new missions would be required to be supported.

Generation of Alternate Retasking Plans. The

generation process of alternative missions can follow a variety of
paths, anywhere from a fairly structured path to one of essentially

ad hoc manipulation. In the area of retasking, we are concerned
about the retasking of a limited number of supporting EC assets
against a limited number of options such as NO GO or supporting one

of a few missions. Consequently, the limited missions which the EC
assets will be supporting and the other constraints the ECCO will be

operating under will lend a ready structure to the feasible plans.
None-the-less, it has been suggested that under high stress

11I
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conditions "canned" templates of alternate plans can help avoid
serious mistakes (17:951; 4:466). Templating could be done for a
wide range of easily imagined and plausible conditions in terms of
the number and types of EC assets you must retask. These templates
could then be stored in an aid to be recalled as needed with all the

,40 applicable memory aids and software systems to further ease the
replanning/retasking procedure.

The next consideration would be to determine in what

other attack group the excess assets should be used, if the assets'
original attack force had been aborted, or which group could best
afford the loss of assets if a higher priority force had lost the service
of some of its EC assets. This could to be done using an attrition
analysis model and "what if"ing the EC support package for each
group accordingly.

Of course all this would be guided by the commander's
goals and guidance and the resulting target priorities. This
information should be available to the ECCO (6; 34). Further

planning information needed in the process would be concerning
both the aircrafts' and the EC systems' capabilities, limitations, and
operational considerations, such as not putting one type of EC

* aircraft too close to another particular type of EC aircraft. These
memory aids should also extend to areas such as rules of engagement
as these will definitely impact planning.

To facilitate a more complete perspective of the plans

being developed and an understanding of exactly the impact the
analysis models are indicating, the ECCO should have as a master
working screen an overview of the geographical area with
representation of the enemy Integrated Air Defense System (lADS).
This geographical overview screen should have all the major
characteristics of the lADS such as command connectivity, radar
coverage, and missile range as selectable options (6). This logically
extends to other areas as well such as representations of attack

12



groups, the particular assets being retasked, airspace usage codes,

and other major factors that impact on retasking.

Evaluation and Selection of Alternates. The evaluation

of the generated alternate retasking plans should be relatively
straight-forward as this would be based on accomplishing the
commander's objectives while maintaining low attrition. This could
be more finely and objectively measured using a multiple criteria

decision making algorithm.

* Mission Planning., Under normal mission planning conditions,
with some variations depending on the type of weapon system,

staffs above the squadron develop general plans, in response to
their commander's taskings or a higher headquarters, while

1squadron crews do the detailed planning for each aircraft sortie.

For real-time mission planning in preparation for retasking
most of what the crew normally does must be accomplished for them

o and then forwarded to them while they are in flight. For Electronic
Combat aircraft and crews this would mean that their route and all
its navigation points/times would need to be selected, calculated,
prepared, and transmitted for both on-board encoding into the

aircraft's navigation equipment and presentation to the crew. The
mission area and/or target(s) information would also have to be
prepared and loaded into the appropriate aircraft systems as well as

presented to the crew for their study. This is critical for mission-
configurable aircraft, such as the EC-130 and EF-111, and the F-4G
Wild Weasel which adjusts its tactics depending on the surrounding

terrain for tasked targets. Other information would also need similar
preparation and handling such as new ingress/egress routes, call

signs, iff/sif codes, and so on.

Getting this data to the crews and coordinating with all affected
parties would be the final step required of the commander and his

staff to affect real-time retasking of the EC assets.

13

I O1MON



Retasking: Executing the New Mission.

Communications. The new tasking must be

communicated, its impact coordinated, and acknowledgement of the
receipt of these changes obtained. This requires a secure, reliable,

survivable, high data rate communications link, which generally
excludes voice communications from much more than a warning
notice of incoming information and acknowledgement of its receipt.
It also requires a clear, understandable, unambiguous, high-transfer
rate representation for the crew which eliminates audio or written
form as each is too slow to cognitively assimilate. The most likely
format is a graphics representation.

This also requires the capability for in-flight

reprogramming of on-board electronic combat equipment,
navigation computers and various other on-board gear that currently

can only be done on the ground or requires too much of the crew's
time for it to be a practical in-flight crew function during combat

operations.

In-flight retasking further implies that all those who
would be addressed during normal mission planning will have to be

*) informed of the change.

Coordination. Retasking also requires that coordination

be done with all other groups impacted by the new mission. This
includes the new forces to be supported, air refueling tanker
support, ground Air Defense Artillery (ADA), defensive air

command centers, and others. Airspace management is a critical

area that must be addressed. The ability to dynamically retask
assets requires that coordination be done to:

1) allow the transit of former "hot" areas, such as ADA

free fire areas (SHORAD is undenighably a major problem) or
artillery fire space,

2) enable the rendezvous with the new attack force,

14



3) inform SOCs and obtain clearance,

* 4) nullify potential delays of tie attack package,

5) minimize the adverse impact on intelligence gathering
missions thereby not blinding the commander's eyes and ears,

In addition, the deconfliction of frequency is badly needed to
minimize resources confliction. This is a major concern that needs to

be an integral function of the planning and coordination process and
which has been very little and inadequately considerations for
manual operations (6; 34).

While retasking deals favorably with the commander's
flexibility, it also holds a strong potential for disaster by violating

I€ the principle of Simplicity unless the forces are trained and practiced
for this process.

Monitor Results. Once the retasking and coordination has been

* done and is being executed the cycle starts again with the
commander looking for that desired opportunity to move forces at
the decisive moment to the critical location.

Research Problem

The major responsibility of the ECCO would be to advise the air

commander, assumed to be a NATO air commander at the AAFCE
. level, on a satisfactory plan for the retasking of EC assets to respond

to an unexpected, and therefore unplanned for, occurrence during
the execution of the air war. While this unexpected change could

stein from a myriad of sources, the ECCO must be able to carry out
this charter regardless of the source and be able to assess the
advantages, the disadvantages, the impact on the commander
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objectives, and to some extent the long term impact on the EC forces
-OP of retasking. He then must be able to develop and recommend a

course of action in a very time compressed environment when
dealing with a very complicated, unstructured, and multivariable
problem.

Research Objective

The primary objective of this research is to develop an initial
set requirements for a decision support system (DSS) designed to aid
the ECCO charged with advising the AAFCE commander on the real

ell time dynamic retasking of EC assets.

Subsidiary objectives which have been identified as necessary
to accomplish the overall objective are:

1. Identify the EC planning, tasking, and retasking decision
processes.

2. Identify the kernel processes of the retasking process.

3. Identify the major inputs to the retasking process.

4. Identify those processes that are to be supported by a data

base or a model.

5. Identify the types of information and key fields needed to

build the DSS data base.

6. Identify the processes that require model simulation, what
information the model is required to generate, and how levels of
value or measures might be established to value the effectiveness of
EC

16
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7. Develop the key presentations and information connectivity

to enable the decision maker to assess alternate EC configurations

and proposed taskings.

8. Develop an evaluation criteria and management structure

for the evolutionary design of the DSS.

Scope, Limitations, and Assumptions

This study will only consider the retasking of EC assets.

Further, beyond the communications needed to affect the
rendezvous between the EC and attack force to be supported, it is

assumed that the attack force will not be required to take any other

action than it had originally planned for. Therefore, the attack force

will not have to delay its FLOT penetration time, its strike times, or

any other of its activities to accommodate the EC retasking.

The scope of this study is the identification of an initial set of

requirements necessary to do the rapid prototyping and adaptive

* design of a DSS to aid the Electronic Combat Coordination Officer in

advising the Allied Air Forces Central Europe (AAFCE) commander on

the dynamic retasking of EC assets during mission execution.

Therefore, no system or software will be developed for this

effort.

It is assumed that the intelligence and communication

capabilities described earlier are in existence.
1
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II. Methodology

Introduction

The challenge of assisting the ECCO in the real-time retasking of

EC assets requires that some method be used to identify the

* requirements for a decision aid to this process. The nature of
electronic combat is complex and fluid, changing over time with new

technology as well as with the introduction of new tactics. This
demanding combat environment and its associated decision process
means that not all of the pertinent factors can be predetermined and

thereby programed into a one-step rescheduling/ retasking system.
Additionally, due to the complex and constantly changing nature of
electronic combat, neither is it obvious at the beginning of an

assistance program what functions this system must be able to

support now or what functions it must support in the future. As a
result of the complex, multidimensional, and ever-changing nature

of EC, any support which is chosen to aid the ECCO must actually

* support the ECCO's creative decision process. In light of these
requirements, a Decision Support System (DSS) was the methodology

selected to aid the ECCO. Concept maps, storyboards, and feature

charts were selected to identify both the initial requirements of the
DSS and the subportion of the DSS to be implemented. Adaptive

design supported by storyboarding was chosen for the continued
identification of user requirements to enable the constructive,
timely, and on-going evolution of the DSS.

18
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Decision Support System (DSS)

\What is a DSS? A decision support system is defined by

Valusek as a system, either manual or automated, that supports the

cognitive processes of judgement and choice. Additionally, he

indicates that a DSS is characterized by a concern for decision-

making effectiveness as opposed to a favored solution technique,

process flexibility, an emphasis on the graphic presentations of

* information, enabling the decision maker to conduct "what if"

sensitivity analysis, tying together both modelling and data base
capabilities, incorporating subjective assessments, and an ongoing

evolutionary implementation (43). Watson and Hill define a DSS as

. . . an interactive system that provides the user with easy access to

decision models and data in order to support semi-structured and

unstructured decision-making tasks" (47:82). They also assert that

to fully qualify as a DSS the system must exhibit characteristics
* which are drawn from Sprague and Carlson. These characteristics

include:

1) decision support systems tend to be aimed at less

structured, unspecified problems;

2 they combine the use of models or other analytic teclniques

with traditional data management functions;

3) they focus on an interactive process that is easy to use even

for people not accustomed to using computers;

4) they emphasize flexibility and adaptability to adjust to a

changing environment and the decision-making approach of the user

(47:82; 39:6).

Alavi and Napier also define a DSS as a system designed with the

primary purpose of supporting the decision maker in the judgement

V 19



process as the decision maker deals with semistructured or poorly
defined problems (3:21).

An important point concerns the meaning of the terms
semistructured or unstructured which play major functions in
defining the type of decision process environment that a DSS should
support. Sprague and Carlson use Simon's definition, calling a
problem unstructured because of its novelty, the time constraints
facing the decision maker, the lack of knowledge about a problem or
the lack of the certainty about that knowledge, the large search
space to either define the problem or identify possible solutions or
both, the intuitive inputs required, or other reasons (39:94).

DSS Functional Components: DDM. Functionally, a DSS is

made up of three major components, the data base management
component, the model base component, and the dialog component.
This is abbreviated DDM. As a system, these three components are
tied together and interact with one another to provide a powerful

* and flexible decision support system for the decision maker. The
data subsystem has the commonly accepted DBMS capabilities to
manipulate data but is also made up of a richer variety of data
sources and is generally a dedicated system as opposed to it being

V just a portion of the system's general operating system. The model

subsystem allows the user the capability to easily create models,
catalog and maintain a range of models, to interrelate models with
appropriate linkages through the data base, and manage the model
base as is done with the data base. The dialog subsystem is the
interface between the user and the system. Unless the user is
comfortable with this pi of the DSS he will not use any part of the
DSS. The dialog compc it ould handle a variety of input devices,
present data in a varie of t inners at the selection of the user,
provide a variety of st: or a flexible style to accommodate the
user, and provide flexi support for the user's knowledge base
(39:28-3 3).
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Therefore, a DSS is a system which supports the decision

making process in arriving at judgements or solutions in loosely or

semistructured problem environments. A DSS has various

characteristics as listed above, but above all the most important is

that a DSS supports the process of decision making as opposed to

being the process itself.

Wh.y DSS? Selection of the tool by which a user is assisted in

solving a problem will determine to a large degree how successful

that user will be in addressing the challenges that face him.

Therefore, it is important that the characteristics of the tool the user

is supplied with match the demands of the environment. This in

turn requires that the environment be carefully analyzed to properly

determine its true characteristics.

The EC retasking environment is characterized by:

14 1) severe time constraints,

* 2) high time stress levels,

i 3) labor intensive calculations to determine items such as the

projected effectiveness of various types of electronic

countermeasures against different targets,

4) an appreciation of the unpredictable synergistic effects of

employing different types of EC aircraft in support of an operation

and the ability to use judgement in arriving at a final employment

option,

* 5) the need to develop and assess several different

employment alternatives,

6) and an environment that can be broken into definitive

parts.

2
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This is not a comprehensive list but it does cover the major

characteristics and gives an appreciation for those other
characteristics that might be further listed.

When this characterization of the EC retasking environment is

compared against the definition of the DSS methodology developed
above, it can be seen that the DSS methodology could be used to help
the ECCO solve the task of retasking EC assets. This conclusion can be
further supported by using Meador and Rosenfeld's list of

characteristics that mark a decision process as one which would be a
good candidate for the use of a DSS.. These again parallel the
characteristics of the EC retasking environment (26:164). An

,2 additional characteristic which might also be added is that the
problem environment requires several different types of analytical
tools to address the various aspects of the problem.

The DSS methodology was selected to aid the ECCO as it best fit
the requirements as opposed to any one problem solving approach.

V As Schoeck stated in his thesis,

...choosing a specific operations research tool tends to bind the
researcher, causing less than full investigation of the problem
area by creating too many front-end assumptions. DSS
methodology allows a researcher to explore the problem from
the user output point of view, unconstrained by the need for
[particular] solution techniques during the initial phases of
problem definition (36:2-7).

Adaptive Design
I

The key advantage to a DSS is its flexibility in supporting the
problem solving needs of the decision maker. A design process
which is as flexible as the DSS tool it is to help build is needed for the
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DSS implementation. The adaptive design process fulfills this
0 requirement. Adaptive design enables the rapid fielding of a portion

of the complete aid so as to provide assistance to the user as soon as
possible. It also helps to insure that system requirements are
correctly determined so that the eventually complete DSS will have
evolved with the necessary tools and capabilities to fulfil its
theoretical potential (19).

What is adaptive design and how does it ensure proper

requirements definition? Design is the process of mapping
requirements into a structure. Adaptive design is an evolutionary
design process based .on the concept of starting small with a central
aspect of the potential DSS and expanding on that starting point with
the system left in place with the user (42:2). In the traditional
design process all system requirements are gathered first and
"frozen" so that the complete system can be constructed. The
traditional design process fails to adequately capture the true system
requirements due to several factors. Among these are the facts that

U the problem environment is rapidly changing, users are unable to
prot ide a functional breakdown of their decision process, and users
have been shown not to be aware of what they need either now or in
the future. A process is needed which overcomes these hurdles.
Adaptive design facilitates this by implementing a single part of the
DSS and letting the user's needs, as they occur in the working
environment, determine what is to be added during the DSS's
stepped expansion. This dynamic design process enables the DSS to
meet the user's evolving needs (9:19). The question of how to select
the initial core, or kernel, of the DSS to implement first and the
basic configuration of the system are at the center of this research
and will be discussed below.

The actual adaptive design process incorporates the traditional
four development steps (i. e., requirements analysis, design,
development, implementation) by compressing them into a single
step which is repeated rapidly over the period of weeks as opposed
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to years as is typical of the traditional approach. This is possible

10because only a small part of the DSS is selected by the user and
builder/designer to be initially implemented. During each cycle the
system is evaluated, modified, and incrementally expanded. After
several repetitions of the cycle the system will become relatively

0stable and the next major subsystem is tackled. As mentioned
earlier, the system will never be completely stable. This is
primarily the result of a purposeful strategy of the user and designer

to accommodate flexibility and changes in the decision process, the

0 environment, improving technology, and various other reasons

(38:16-17; 39:15).

The initial requirement for the DSS to be constructed, the
initial subsystem to be implemented, and the on-going and evolving
system requirements are all determined in the process illustrated in

Figure 2 which illustrates the front-end development of a DSS.

PROBLEM KERNEL EVAL- EVAL- KERNEL
ID ID FEATURE UATION STORY UATION STORY IMPLEMEN

K CONCEP CHART BOARDS BOARDS TATION~~MAP 1I

BOOK 1

Adapted from Schocck p.3-4

Figure 2. Requirements Determination During DSS Development

After the initial determination that a problem exists and the user
needs some assistance in a decision process, concept mapping is used
to identify the structure of the decision process and what part of that
process might be aided by a DSS. Feature charts show the
information connectivity of the process while storyboards are used
iteratively to flesh out the detailed requirements of the DSS prior to

24
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full implementation which by definition irrevocably commits the

limited resources of the organization. Each of these tools will be

discussed further below. This process continues through the

evaluation of the system, determination of further requirements

using storyboarding, and implementation of the approved

* storyboards as functioning capabilities. The genesis for this

evolution and expansion is the "hook book." The hook book is a
repository of ideas for the desired/needed enhancements to the DSS.

These are collected throughout the design/development process and

thereafter as the system is in use (42:10). Throughout this process
the system is able to respond to the long term needs of the user by

adapting to the problem space (38:17). As such, the adaptive design
process forces the user and designer/builder to continually assess

the adequacy of the DSS in supporting the needs of the user and how

it might evolve to meet those needs. This continuing analysis

enables the user to more truly determine the basic, on-going

requirements of the DSS and overcome requirements determination
, problems like recency (recency is remembering first the last event,

in this case a problem, that was added to memory regardless of its

true priority of importance) (39:16; 2:583).

Concept Maps

Concept mapping was used to identify and select that part of
the ECCO's retasking decision process that was to be aided first by the

decision support system. A concept map is a graphic depiction of the
hierarchial interrelationships among concepts of some given subject.
It uses nodes to represent the concepts which are elements of the

overall subject and descriptive linking words on connecting arcs to

show their interrelations (27:44-85). In this case the subject of

interest was the decision process of the ECCO when faced with the

retasking of EC assets (Examples of these are in Appendix A).
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Concept mapping aids the designer/builder in the

determination of what subportion of the decision process to aid by

providing a quick bounding of the problem space and a general

understanding of a problem's interrelated factors as well as their

. structure. McFarren concludes in his thesis that " . . . concept maps

created by the expert capture the key concepts of the problem
and/or the elements of the decision process used by the expert"

(27:68). This mapping thereby helps the designer/builder in
,'

identifying the key concepts, the crucial nodes of the hierarchy, and

consequently aids in selecting a part of the decision process to

assisted in building the DSS. This part or element of the decision

process which is selected for aiding is called the kernel.

4ROMC: The DSS Conceptual Framework

After the problem has been bounded through the use of

concept mapping and it has been determined which kernel is to be

implemented, the question of designing the structure of the DSS still

remains. Sprague and Carlson provide the framework that was used

,0 in this research which is known as ROMC and stands for

Representations, Operations, Memory aids, and Control

mechanisms. This framework has proven to be useful in helping the

decision maker more easily define the decision process by requiring
the concrete description of the tools needed to support the decision

process. A more focused definition of the decision process results in
an easier identification of the requirements for the DSS. As this

framework clarifies the system's requirements, it in turn markedly

aids the development of system's initial design while its continued

use also aids the DSS's evolution (39:96-101; 43).

ROMC is a design framework that is independent of any

particular decision process or system that it has been used on in the
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past. It is designed to identify the required capabilities of a DSS.

,, The ROMC components are as follows:

REPRESENTATIONS: Representations are the context in which

the decision maker interprets output from the DSS and invokes
operations of the system. The importance of this part of the

framework is reflected in Sprague and Carlson's following
observation:

decision makers have trouble describing a decision-making
* process, but they do seem to rely on conceptualizations, such

as pictures or charts, when making or explaining a decision ..
(39:98)

This reflects the fact that any decision-making process occurs using a

conceptualization of the information. The form the conceptualization

may be mental, a picture, a map, graph paper, or any number of

other forms.

OPERATIONS: Operations are those activities which support the
decision process. These are such activities as gathering data,
analyzing data, forecasting results given a particular set of stating

data, comparing results against some criteria or other results from a

different model, putting the data or results into a presentation

format, preparing reports, and so on. Changing the terms of Simon's
paradigm, intelligence, design, and choice, as seen in the figure

below and using it to help classify the operations, it can be seen how

these operations support the decision process in Figure 3 below.

MEMORY AIDS: Memory aids are made up of both

representations and operations to support the user in the decision

process and in the use of the DSS. These aids may take the form of:

1) data files compiled by the user as a result of a model the

user constructed and ran,

- 2) an automated check list that comes up whenever a given

process is initiated, 27
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PROBLEM FORMULATION
S- Gather data

- Diagnose problem
- Validate data

ALTERNATIVE GENERATION &
EVALUATION
- Gather data
- Model and analyize alternatives
- Sort data

CHOICE
- Generate statics on alternatives
- Choose among alternative
- Explain choice

Adar'ed from Sprague and Carlson p. 104

Figure 3. General Decision-Making Operations for Simon's Paradigm

3) a computer notepad to store notes for later reference, and
so on.

* CONTROL MECHANISMS: The DSS control mechanisms enable
the user to use the representations, operations, and memory aid
with minimal frustration while proceeding through the decision

process. As can be seen this portion of the ROMC framework has a
, very direct link to the Dialog part of the DSS's three major functional

components. As such, the control mechanisms are crucial to the

success of the DSS because they encourage or discourage the decision
% maker to make direct use of the complete DSS in working through a

* decision. These mechanisms generally take the form of the system

software controls, such as the menus or function keys, or the
explanation/training capabilit) of the system. These functions

" -enable the implementation of the tools of the DSS, altering or

.4,
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combining the basic tools, etc., to aid the user through the decision

* process.

As indicated in above, there is an interrelation among the

functional components of the DSS, the DDM, and the ROMC

framework. An efficient clarification of this interrelationship is a

cube developed by Valusek (41; 43) shown in Figure 4, which also
includes the relation of Simon's modified paradigm.

w

.

* ] OPERATIONS

: [MEMORY AIDS 1- l I"

!i? t t ALT GENEA
I* I CONTROL MECH I PROB FORMULATIOND" ATA DIMOD Io

Takcn from Valusck (58)
Figure 4. Interrelation Between ROMC, DDM, and Simon's Paradigm

Storvboards and Feature Charts

Storyboards and Their Use in the Design Process.

Storyboards and the process of storyboarding is borrowed from the
animation and advertising industries where they are used to present

29
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proposed project scenes or displays. Storyboards for computer based

sx'stems aire a sequence of displays depicting the screenl

present atIions .

These screen presentations are of specific functions for a

proposed DSS (5:3; 43). The depictions support the adaptive design

process by enabling an inexpensive preview of the DSS as the user

will see it and allowing for quick and easy modifications to meet

user's needs.

Storyboards are "live" tools. They are designed to verify
requirements definitions, help "size' systems design
specifications, and serve as compasses to software engineers.
They are dynamnic, subject to user and technical review. They
are also intended to consumie relatively little of the systems
design and development budget, while protecting the same
budget from false starts, inaccurate requirements definitions,
and over-eager programmers (5:4).

Thus, storyboarding is a vehicle for requirements generation,

enabling the designer to easily and cheaply zero in on the actual

details of the kernel DSS configuration such as controls, visual

displays, inputs, outputs, processes to be support, as well as data

struc tures and system peripherals. This is significant as these

requirements may not be initially evident in the command and

control arena due to the lack of a comprehensive command and

control theory and the unstructured and/or dynamic environment of

the decision maker (43; 9:7).

The storyboard process itself is straightforward. After the

kernel has been determined using concept mapping, the

designer/design team and the user(s) meet to develop a rough

concept of the system. Next, an initial set of storyboards are

developed to act as a strawmnam. This set of storyboards is an anchor

on which to elaborate, build, change, and expand. All members of

the team, especially the users, must review these storyboards and

revise them as each member deems necessary by actually redoing
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the displays. When a rough consensus emerges the storyboards are

converted into software. As the storyboards are to eventually

become a computer display, the best approach is to construct and

display the storyboards on the system to eventually support the

working DSS (5:5; 43).

Feature Charts and Their Use in the Design Process. A

feature chart, which is a synthesis of the ROMC model, is a symbolic

depiction of the connectivity of the representations with which a

user interacts, the possible paths from one to another, and how to
navigate to a desired feature. As such, feature charts produced by

the designer/builder serve two purposes. First, they serve the
purpose of system analysis in that the tasks the DSS is to perform are

clearly identified. Second, they serve as a very clear

communications link between the user and the designer, depicting

the designer's impression of the functions of the DSS as necessary to
support the user's decision process (37). As a consequence of these

purposes, feature charts can also help to verify user needs and
system requirements.

In addition to the above, feature charts also lend perspective

and dynamics to the storyboarding process. When used in concert
with storyboards, feature charts show the interconnection between

various displays, thereby giving a "you-are-here" perspective

overview of the system with reference to the storyboard being
looked at (43). Further, when using the paper-based storyboarding
process feature charts can also serve to give the user a better

understanding of the dynamics and flexibility of the DSS. This latter
benefit may not be significant when the storyboards are computer
based.
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III. Application of Methodology

Introduct ion

Chapter Three discusses the use of the DSS methodology to

address the problem of aiding the ECCO in the process of real-time

, retasking of EC assets. While no system was actually fielded, initial
problem identification and requirements definition using the DSS

adaptive design process were explored. Additionally, the problem of

insuring continued evolution of the DSS once the kernel was fielded

was also considered. As such, the initial step was an identification

and bounding of the problem to be addressed, in this case that of

real-time retasking of Electronic Combat assets in a conventional war

fighting environment such as that of NATO's Central front. Once the

scope of the problem was roughly defined, the second step was to

select that specific portion of the problem, the kernel, which was to

be implemented. These two steps are discussed in the following

section on Concept Maps and Kernel Selection. The third step was to

determine the required capabilities of the kernel. This was

accomplished using the Storyboarding process, guided by Sprague

and Carlson's Representations, Operations, Memory Aids, and

Control mechanisms (ROMC) framework. In the event that a system's

capabilities were determined and the kernel was fielded, the next

step would be to insure the evolution of the kernel to both meet

evolving user needs and to set the stage for the expansion of the aid

toward a complete system through the addition of other kernels.

This is in many ways very similar to the initial requirements

development and is discussed in the section on Adaptive Design and

Continuing Requirements Generation. The results of these processes

are discussed in Chapter Four.
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Concept Maps and kernel Selection

iThe major hurdle to the first steps of defining and bounding

the problem is that the process of real-time retasking of EC assets is

a function that is currently executed on an ad hoc basis. It is not a

capability that is currently planned for and exercised as a normal

function across all mission areas as controlled by the USAF Tactical

Air Control System (TACS) (11; 34). The activity that comes closest

to practicing some real-time retasking is in the mission area of Close

Air Support (CAS). Here too, true retasking is mcre correctly

described as an ad hoc function. The failure to accomplish retasking

seems to be due primarily to the lack of the capability to quickly and

accurately assess the impact of mission changes, the lack of an

ability to rapidly and securely communicate the necessary

inforniation to the forces, the inability of the aircrews to digest and

use the information if it were possible to obtain it, and the inability

to reconfigure on-board mission equipment/munitions in flight to

meet the new threat. In turn, these shortcomings are a result of not

planning for retasking and therefore not acquiring this capability.

Retaskin . PlanninL The task of real-time retasking is

,* essentially one of planning which has been forced into a much

lshorter time frane than that of the normal EC mission planning cycle.

Retasking, though, is still further removed from initial planning in

that the range, or the feasible region, of possible new plans which

can be developed is vastly restricted by the current environment.

This greatly simplifies the generation of alternatives because many

of the mission variables now have set values and limits. At this

point, the mission factors that are of interest are those factors that

have changed and thereby caused the mission to fall into the

retasking category. These factors now become the variables within

the replanning process such as an unexpected increase in the threat

environment due to the concentration of mobile SAMI/AAA assets in

conjunction with an enemy offensive thrust (41).

,.,'
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Concept Maps. Because real-time EC retasking is not a normal

Tactical Air Control Center (TACC) function, there does not exist an

expert in this area. On the other hand, there are experts in the areas

of EC mission planning and the employment of Close Air Support
assets. Due to the real-time nature of the latter area, it is often a
real-time retasking process. These experts exist in the combat plans

and combat operations sections, respectively, of a TACC. Due to the

lack of an actual expert in the field of real-time EC retasking, experts
in the associated fields were consulted for the definition and

boundaries of the problem, the functions necessary to accomplish

retasking, and the necessary capabilities of a decision aid to support

the ECCO in pursuing real-time EC retasking. Additionally, various
other experienced personnel with operational backgrounds in
command and control, operational planning, and electronic combat

were also consulted. From a composite of this information a concept

map of the problem domain was drawn up (See Appendix A).

The use of the resulting concept map allowed the structuring of
the problem, giviing it scope and bounds, identifying the major

functions and activities which are the different kernels of the

process, and identifying the interconnectivity of the information and

processes. This latter area enables the later generation of feature

charts which explicitly show the inter-connectivity of processes of

the proposed system.

This composite concept map showed that the subject area of EC

q C31 broke down into four major subcomponents: Phases of EC C31,
Real-Time Assessment Ability, Planning and Decision Making, and
Execution. Of these areas, the concept map confirmed the intuitively

apparent interrelationship between the Planning and Decision

Making process and Real-Time Assessment Ability. This strong
interconnection points up the fact that to construct a completely
integrated DSS which supports the ECCO in replanning requires that

the DSS eventually support the ability to assess the current
environment. These two major areas were broken down even
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further in the concept mapping process to determine the supporting
processes.

Fhe ability to do real-time assessment of the environment, as
determined by the concept map, is tile result of information from
three major subareas: the enemy lADS (Integrated Air Defense
System) Threat, Blue Assets Status, and Mission Targets. The ability
to do planning and support decision making was determined to be a
function of the commander's objectives/missions, the principles of
war, available EC and support assets, the generation of EC support
plan(s), and the ability to evaluate alternate plans and choose the
final plan for implementation. These eight subareas, as can be seen
in Appendix A, in turn were divided into finer and more specific
functions, information requirements, principles, etc., until a

* thorough understanding was developed of the general make up of
the decision process to be supported and its bounds. If there had
existed an expert from which this concept map was derived, the
next step would have been to continue developing maps over time
until these maps showed a stability. Once this was accomplish then
the next process would be the selection of one of the subproblems,

called a kernel, as the starting point for implementation. As there is
no expert, the composite concept map was assumed to be stable,
though possibly not exhaustive. Given that the map was stable, the
next step was the selection of the kernel as the starting point and
focus of further development work.

• Out of the many elements needed to support the ECCO with a
functional and useful DSS, how does the designer/builder determine
where to start? It has been suggested that starting with the function
that is the most time consuming and mundane is the place to begin

O (21;3-6, 3-7). Another starting point might be to select some central
but well defined subproblem so as to engender an understanding and
confidence in the process as well as providing a useful element to
users. Working with the user on a subproblem that is well
understood should enable an easier identification of the system's

3 5
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processes and better enable the user to communicate his/her needs

t'or that particular area of the system. Once confident that the

process is feasible and the product of use, the user will be more

willing to attempt tougher parts of the system such as those parts

that are less well understood and thus harder to communicate and

implement. It was the latter philosophy that guided the selection of

a kernel to implement for the ECCO's DSS.

The ability to assess the SAM/AAA component of the IADS

threat is one such central and well-defined subarea. Given the

central importance and understanding of this area, it was selected as

the starting point, the kernel, for implementing the DSS. Once this

decision was made, the concept maps were used to get a more

complete understanding of the general types of information needed

to support this assessment capability. The next step was to present

the needed information in such a manner so as to enable the user to

quickly and flexibly determine the state of the enemy lADS, thereby

enabling the ECCO to make more rapid and accurate decisions about

the impact the IADS will have on plans being developed.

Storyboards and feature charts were used to determine the user's

specific requirements of the system's presentations, functions,

modeling capability, user support needs, and other capabilities of

the DSS.

Storyboard and Feature Cl- 'rts

The next phase in developing the DSS using an adaptive design

approach was the development of storyboards, using Sprague and
Carlson's ROMC (Representations, Operations, Memory Aids, and

Control mechanism.-) approach, to determine system requirements.

Storyboards, as discussed in Chapter Two, are examples of the

computer screens, generally nonfunctional, the user would see and
I

use in the actual system. These example screens present the

. 36I



representations, operations, memory aids, and control aids that tie

designer has developed based on input from at least the concept

maps and users. The use of storyboards allows the user to get a

concrete feel for the construction and adequacy of the system being

proposed. Further, it gives the user an anchor or concrete example

to use as a point of reference from which to indicate whether the

proposed system meets his/her operational needs and how the

system must be changed so that the DSS will meet operational needs.

The adaptive design of a DSS, or any system, is a highly

interactive process between the user and designer/builder. As

mentioned earlier, there is currently no real expert and/or user in
the area of the real-time retasking of EC assets though expertise in
the component areas does exist in a TACC. As such, the personnel of
the 507th Tactical Air Control Center, Shaw AFB, SC, represented
the closest incarnation to an EC battle management expert. Lt Col
Pfeiffer, Chief of Combat Operations, and Lt Col Raab, Chief of
Combat Plans, agreed to act as the "user" for this effort and reviewS
the system storyboards that had been developed. Information on

the storyboards was exchanged using paper copies sent through the
US Postal Service. This was due to the distances involved and lack of
the requisite hardware being available to the 507 TACC to run the
computer-based storyboard presentation developed for this research.

Only one exchange was possible primarily due to time constraints on
this effort. Results of this exchange are discussed in Chapter Four.

Adaptive Design and Continuing Requirements Generation.

The adaptive design process is a dynamic, on-going effort aimed at

allowing a system to evolve from a small initial portion of the system

to the ultimately complete system. Along the way established parts

of the system should also adapt and evolve to meet the needs of the
user in solving problems in a changing environment. To accomplish
these goals there must be requirements generation to specifically

identify how the system needs to change. To meet this need,

storyboarding was used for requirements generation and Apple
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Computer's IlyperCard program was used to explore both the

possibility of an all-encompassing development environment and

enhanced requirements generation through storyboarding. The

latter area was hypothesized as being possible if the user were

provided with a presentation method closer to the real DSS and the

14& user was supplied with a system which allowed the easy

development of storyboard by the user, thus not losing'distorting

requirements through communications problems.

The Use of HyperCard. Currently, most storyboarding is

thought of as a paper process where the computer screen display is

rendered on a paper product. This static display is then presented to

the user with an attached explanation of the screen's functions.

In an ideal world, a user would be handed a completed

system, work with the system for a period of time long enough to

identify desired changes, the system would be modified as

requested, and the system would then be returned to the user to

begin the process all over again until the system became relatively

stable. The system would be stable in the sense that it would

require only minor changes over time with infrequent major

modifications. It would and can never be frozen or become static as

the system would soon not meet the user's needs in a rapidly

changing and complex environment such as combat command and

control.

Functional Display. In an attempt to reach this ideal

state, this research was conducted using Apple Computer's

IlyperCard. HyperCard enabled the placing of static example screens

on individual graphics data fields called Cards. Each of these cards is

a data field in a graphics relational data base. A data file of these

cards is called a Stack. Within the stack it is possible to "link" the

screen presentations as they would occur in an actual system. This

linkage is based on the selection of command menu items available

on a particular example screen. Once an example menu item is

selected the linked field, or card, is brought up for the viewer as if
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the operational system had carried out the function and modified the

presentation. Therefore, llyperCard was used to allow a dynamic

presentation, or functional display, of the proposed system, giving

the user a more realistic feel for the functioning of the proposed

system.

Combined Storyboard and Feature Chart. Additionally,

I lyperCard-based storyboarding has the advantage of automatically

and simultaneously incorporating some of the aspects of feature

charting into the storyboards. While a HyperCard-based system does

not give an overview of the interconnectivity of the system's

proposed functions, it functionally demonstrates the

interconnectivity of the features. Unfortunately, as mentioned

above, due to equipment limitations the 507 TACC was unable to

evaluate the prepared HyperCard-based storyboards and only

reviewed paper hardcopy printouts of the example screens.

Software-based Statement of Need (SON). Another

advantage that the storyboarding process has to offer when run

under a HyperCard-based or similar environment is the capability to

generate a software-based statement of need (SON). Given a library

of icons and screen displays, the user originated generation of

storyboards with only the assistance of a DSS designer becomes

possible. Once these storyboards have been generated and linked by

the user as he/she desires, they can then be modified and

reevaluated over several iterations until the storyboards stabilize.

This stabilized product then becomes a software-based SON. Further

research needs to be done in this area as it holds promise for easing

and speeding up the generation of an information engineering SON

(41).
A Support 'nvironrnent. IlyperCard offered the

additional advantage that external programs can be called to support

features on the storyboards. Short of actual real-time display
presentations of the environment, this capability allows the user

and/or the builder/designer of this environment to completely
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assemble a near operational system from scratch. The process of
* generating the displays for this research was greatly simplified by

having an environment capable of supporting the entire systems
design/development process. An enhanced environment capable of
supporting this process in an actual operational environment would
have enabled the users to more rapidly iterate through the adaptive
design process, test the operationally effectiveness of the designed

system as each part of the DSS grew before proceeding too far on a
wrong path, and provide an instant credibility for the system

- because it would have grown up with the using unit based on that

unit's way of doing business.

,.

Evaluation Criteria

The establishment of criteria to evaluate a DSS is essential to

" ensure that the system continues to progress toward the established
goals which represent the stated needs of the user(s). Without an
evaluation framework and criteria there is a tendency for the

development effort to not maintain a continued focus on the initially
* desired capability of the system, an inability to accurately

determine priorities, to determine the worthwhile problems to solve

now and which to leave until later, and other problems.

The criteria developed for this effort were originated under a
I framework that represents the fusion of work offered by Sprague

and Carlson, Building Effective Decision Support Systems, and Sweet,
Metersky, and Sovereign, Command and Control Evaluation
\Workshop. A matrix was constructed of Sprague and Carlson's four

"P"s, Productivity measures, Process measures, Perception
measures, Product measures, aid Sweet et al.'s three "M's,

, Measures of Performance, Measures of Effectiveness, Measures of
V. Force Effectiveness, and specific criteria were developed for each of
I

the twelve resulting cells. This was done because the four P's
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provide a framework primarily focusing on the DSS and its impact on

the organization while the three M's are designed to ensure the

development of criteria which carry a different perspective, moving

from the technical aspects of the DSS to the environment beyond the

using organization's forces (41; 44).

In Sprague and Carlson's measures;

1) Productivity measures are used to evaluate the impact of
the DSS on decisions.

2) Process measures are used to evaluate the impact of the DSS
on decision making.

3) Perception measures are used to evaluate the impact of the
DSS on decision makers.

46
4) Product measures are used to evaluate the technical merit
of the DSS. (39:159)

To define the measures put forward by Sweet et al.:

1) Measures of Performance (MOP) are evaluated inside the
boundary of the C2 system and measure attributes of system

behavior such as S/N ratios and error rates.'a

2) Measures of Effectiveness (MOE) are evaluated outside the

boundary of the C2 system and measure how the system performs its

functions within an operational environment. Examples of these are
'- reaction time, probability of detection, and number of targets
4

nominated.

3) Measures of Force Effectiveness (MOFE) are evaluated

outside the boundary of the force being controlled and measure how
a C2 system and the force, of which it is a part, performs mission or

contributes to the outcome of the battle (40:2-4, 2-7).

As depicted in Figure 5, this yields a framework for the

construction of criteria that cover all aspects of the DSS from a full
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range of perspectives. An example of this is how to interpret the

Productivity row:

- Matrix cell 1 concerns criteria which measure how internal

*system performance impacts the decisions being made.

-Matrix cell 5 concerns criteria which measure how the

system performs within a specific environment impacts the decisions

being made.

- Matrix cell 9 concerns criteria which measure how the

mission performance of the system/force combination impacts the

decisions being made.

MOP MOE MOtFE

Productivity® D _

Process D D S

Perception _ D D

Prod uct _D 
_D

Figure 5. Evaluation Matrix

r. The actual criteria which could be used are as follows:

1) Matrix cell I concerns criteria which measure how internal

system performance impacts the decisions being made.
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2) Matrix cell 2 concerns criteria which measure how internal

lip system performance impacts the decisions making process.

3) Matrix cell 3 concerns criteria which measure how internal

system performance impacts the decision maker.

4) Matrix cell 4 concerns criteria which measure internal

system performance.

5) Matrix cell 5 concerns criteria which measure how system

performance within a specific environment impacts the decisions

being mad-.

6) Matrix cell 6 concerns criteria which measure how system

performance within a specific environment impacts the decisions

making process.

7) Matrix cell 7 concerns criteria which measure how system

performance within a specific environment impacts the decision

maker.

8) Matrix cell 8 concerns criteria which measure technical

merit within a specific environment.

* 9) Matrix cell 9 concerns criteria which measure how the

mission performance of the system/force combination impacts the
- decisions being made.

10) Matrix cell 10 concerns criteria which measure how the

mission performance of the system/force combination impacts the

decisions making process.

I I Matrix cell 11 concerns criteria which measure how the

mission performance of the system/force combination impacts the

decision maker.
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12) Matrix cell 12 concerns criteria which measure how

isystem technical merits impact the mission performance of the

system/force.

The storyboard presentation of the ECCO DSS which was

developed as a result of the application of these above tools was sent
to the 507 TACC for commernt. The 507 TACC was only able to

evaluate and comment on the paper storyboard because they did not

have a Macintosh 11 or Macintosh SE to run the IlyperCard-based

presentation. The results stemming from their observations and

%ork done by the author are presented in Chapter Four which

follows.
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IV. Results, Conclusions, and Recommendations

Intrcoduction

As stated in Chapter One, the focus of this study was the
generation of the initial requirements for a decision support system.

Chapter Four therefore begins with a presentation of the results of
working with a potential user of the ECCO DSS, the 507 TACC, to
develop the system's initial requirements through the use of the
decision support system methodology supported by the adaptive
design approach. This is followed in the second section by a

discussion of the current thoughts of several users concerning the
use of a DSS in the TACC and where the biggest payoff may be for
command aiding. The final section covers conclusions and
recommendations. Thus, the major divisions of this chapter are:

1) Results of User Reaction,

2) Is An EC Retasking DSS Needed by the TACC?

3) Conclusions and Recommendations,

a) Organizational Impact: Observations and

ec Recommendations,

b) ECCO DSS: Conclusions and Recommendations,

c) The Storyboard Process and Requirements Generation.

A
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' Results of User Reactiorn
[-a.

The 507th Tactical Air Control Center ('I'ACC) as User. The

507th Tactical Air Control Center (TACC) acted as the user for the
purpose of iteratively critiquing the ECCO DSS in line with the
adaptive design process. There is currently no organization that can

act as a true user because there is no actual retasking of EC assets at
this time. The closest entity to a retasking agency is the TACC

because it does both the planning for the air mission for a large area
and/or force coverage as well as the real-time control of air assets
during mission execution. Also, the TACC does the active tasking of

CAS assets during the battle which at this time is the closest activity
to true dynamic retasking. The Airborne Command and Control
Center (ABCCC) is also involved in the real-time execution of the air
battle but does not, to the limited knowledge of the author, become

as heavily involved in the original campaign planning as the TACC.
Therefore, the TACC was selected over the ABCCC for its overall

greater in-depth knowledge of the full planning and execution cycle.

507 TACC Comments on the ECCO DSS. The personnel of the

507th Tactical Air Control Center did not feel that there were any
serious deficiencies or errors in the proposed ECCO DSS. This appears

to be due to the use of the concept maps as a front-end analysis to
determine the basic makeup of the retasking process and therefore
the required capabilities of the ECCO DSS. In the initial phases of this

study, during which the tactical air control process was being
researched and the concept maps to describe the process were

developed, there was not an opportunity to interview members of

the 507 TACC. Therefore, former tactical air control center
* personnel currently assigned to the Tactical Air Warfare Center

(TAWC), IIQ USAF, and IIQ ESD were interviewed. The planners and

controllers of the 507 TACC were in agreement with the developed

concept maps with one exception that did not impact this study (see
Appendix A, pg. 66). Additionally, while personnel of the 507 TACC
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is not currently viable and would require major enhancements to

both the tactical air control systen (TACS) and to mission aircraft

before it would be possible. Chief among these requirements is the
availability of secure, jam resistant communications for both voice

and data. The JTIDS system appears to address this issue to a large

degree by allowing a wide range of users to "talk" on the same

secure, jam resistant net. Coordin-ion is the second area of concern.

JTIDS also helps alleviate the coordination problem that must be

overcome both in flight, between supporting and supported air

* forces, and with ground organizations such as the US Army's Air
Defense Artillery (ADA) units. The availability of real-time fused

intelligence is the third area which would require major

enhancements before the dynamic retasking of EC assets is a viable

option to the commander. The major enhancements are currently

being addressed Included with this information on enemy systems
is a requirement for information on friendly systems. This double
issue supports the fourth area required for retasking which is the

ability to determine that there is in fact a problem that must be
addressed and can only be solved through retasking. Upon

determining the need for retasking, the next capability that is
required is the generation and evaluation of alternative plans. The

-1 development of a decision support system attempts to provide a
vehicle to solve this problem with areas for continued research

outlined in Appendix C. Finally, to enable the execution of retasking,
better air space management and control is required, a means to

-prepare and present information to the in-flight crews is critical,

and the issue of the in-flight reconfiguration of EC systems and
ordinance must be solved. This is the supporting infrastructure that
must be present before the dynamic retasking of EC assets is

4 possible.

Systern Supportability in the Field. The TACC is a field unit

that must be able to move quickly and operate from austere

locations to insure its survival in a scenario such as a NATO-Warsaw
Pact war. Fielding the current generation of decision aids would
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result in systems in the TACC which are generally tough to support,
move, power, and hide. Also, there is a concern that to support all
the jobs of the TACC would result in a TACC overwhelmed with
"black boxes." These are areas currently being addressed by IIQ
TAC/DR/DO, IIQ ESD/TCR, RADC, and others.

4P Human Processing Time Constraints. The gr atest concern as

to the viability of retasking ties not with the machi.es but with the

humans that control them, both in the air and o, the ground. The

distances within the Eur pean theater, west to -ast, or the Korean
l theater, south to nor', are very small in I ims of both physical

distance and, more importantly, time. 1' s a real concern that

retasking will not oe possible even witt" all aspects of the supporting
infrastructure d scribed above becaus of the small time frame
involved. W:,hin this small time f, .me there must be time for the

ECCO to prceive a problem and fi:,d a solution, time for the

command,.r to understand and approve the retasking, time to get
the word out to the effected units and forces, and time for the crews
to digest the information and act on it. These human time

requirements put the process of retasking in doubt to many and

certainly constrain when retasking might be a viable option.

, The Aiding Payoff: Greatest For Air Campaign. In light of

the potential limitations for retasking under most circumstances,

how then can the air commander be aided in taking advantage of

opportunities during the battle and shaping his forces to take and
maintain the initiative? A first cut at the problem seems to suggest

that aiding can deliver the biggest payoff by reducing the ATO cycle
fromn its current length of 24 to 36 hours down to a range of 3 to 6
hours. Reducing the cycle time from allotment to aircraft-in-the-air

to around three hours would still require the same infrastructure as

mentioned above but would give the air commander a campaign

fo;ce responsive to his requirements. This capability has far-

eaching effects. Munitions loading and between-flight aircraft

servicing/maintenance, "turning" an aircraft, are currently timely
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functions that would have to be made faster to realize the

* advantages of the reduced ATO cycle. The potential impact of the

reduced ATO cycle also needs to be studicd in areas such as base

facilities support, the number of crews required, crew fatigue,

regular aircraft maintenance, the number of aircraft available, and

the number of sorties that could be theoretically used in a reduced

cycle versus the number which can actually be supported.

* Conclusions and Recommendations

The points made in this third and last section are presented in

detail in Appendix C of this thesis. Appendix C is a presentation of

the observations, conclusions, and recommendations which were

made over the course of this study and which were noted at the time

in the author's "hook book." A hook book is a compilation of

thoughts, observations, conclusions, and so on gathered over time

so as to determine basic trends, requirements, and findings. It is

the point paper of scientific journals. Therefore, it is suggested that

the reader refer to Appendix C for a more detailed discussion of the

following points.

(Note that the author is defining some comments as an

observation versus a conclusion due to the lack of data from a field

test involving the participation of actual users. Those items tagged

as conclusions are so labeled because of the personal experience of

the author, as surrogate user, while developing the ECCO DSS

functional display using the llyperCard application/environment and

work with the user applying the techniques of storyboarding.)

As mentioned earlier, this section is divided into three

sections:

1) Organizational Impact,
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2) The ECCO DSS,

3) The Sto, yboard Process and Requirements Generation.

The first of the three sections, Organizational Impact, differs from

the user's comments above by encompassing a larger organizational

W' perspective.

Organizational Impact: Observations and Recommendations.

The first major observation is actually a point recommended as

4P requiring extensive research in the form of operational field testing.

As a result of a detailed examination of the tactical air control system

(TACS) in its proposed enhanced and modernized future form, it

does not appear that the dynamic retasking of air assets will play as

IL significant a role in increasing the effectiveness of the air

commander as had been initially hypothesized at the beginning of

this study. As discussed above, this is primarily due to the limited

time available to complete the full decision-command cycle and the

" ability of the humans to work within the typical limited time spans

which would be seen for retasking. Instead, the author believes that

reducing the decision-command cycle which results in the ATO would

provide the air commander with flexibility that would show a

greater overall and incremental payoff due to the ability it would

give to the commander to zoordinate all of the diverse air asset

capabilities against the evolving threat in a responsive manner. This
would allow the commander to both react to an enemy thrust as well

as gain the initiative for himself, resulting in an air commander

gaining the momentum and enabling him to dictate the

circumstances of the battle.

Secondly, for the implementation of EC retasking there is the

question of where to place the ECCO in those theaters where there is

more than one TACC-like control organization. Due to the scarcity of

EC assets it is only possible to have the flexibility to retask assets if

the airborne assets of the entire theater are considered. Where

retasking requires the tactical redistribution of assets across
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command boundaries, the question of authority to give the

appropriate orders elevates the issue to the next level of commriiand.

This generally means that a command level which normally is tasked

with the operational/campaign level of the war has to become

'" involved in real-time tactical decisions. Thus the question arises

whether the ECCO should be assigned at the theater level of

command to advise the theater-wide commander or at the tactical

level and elevate questions of cross command retasking as needed,

with the inherent time delay. This area requires further research.

Third, as discussed under User Reaction, to accomplish either

-, retasking or reduction of the over-all theater decision-command

cycle, the TACS requires extensive modernization of its equipment

and enhancement of capabilities such as real-time intelligence input

* and secure, jam-resistant communications and coordination.

Fourth, the Air Force must establish a system for the

coordinated management of decision aids. Personal experience has

shown that research is being done on projects that duplicate each

other, as well as the work of this thesis, without the separate

managing offices or this author being aware of each other's

initiatives. Parallel research efforts and redundancy have strengths

* and advantages that often justify their use. These strengths and

advantages did not seem to be needed or used in the case 1 am citing.

There was obviously inefficient use of limited resources, both money

and talents, without any apparent cause. This can not be afforded at

* any time and especially at a point in time which appears to be

ushering in an era of declining funding for the foreseeable future.

lihe central coordination of these efforts will at least allow the

sharing of inlormation from hard won lessons and save others from

*l "reinventing the wheel."

I 'ifth, after the completion of this thesis, a comparison of this

research with that of a commercial contractor's work showed striking

parallels between the two projects. The obvious question is whatI
-a,, the difference in cost to the Air Force of having a single user

",1
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develop the requirements for a future system using storyboarding as

opposed to a contractor team developing the same list of

requirements using any method? And if it is possible to have using

organizations developing their own system requirements, with the

obvious incentive that implies, while not degrading their assigned

missions, why should the government pay to have outside

contractors do this work'?

,. Lastly, for organizational impact, the implementation of the

li adaptive design will require that the Air Force adopt a flexible,

decentralized philosophy toward the support of systems developed

under this concept if the Air Force is to realize the advantages of

systems responsive to the local user. This could be done by

supporting the various levels of the system at the lowest

" organizational level possible, from it central, standardized core

supported at the Air Force level to its specific user oriented "surface"

features supported at the wing level.

ECCO DSS: Conclusions and Recommendations.

ConclUsions. As no operational system was developed

and tested by a using organization there can be no conclusive finding

Vu as to the validity, worth, or operability of the Electronic Combat

Coordination Officer's Decision Support System or the

organizational/systoms concepts put forward in the body and

appendix of this thesis. To arrive at a conclusion concerning a ECCO

* DSS will require further research, development, and operational

field testing within a GREEN FLAG setting, at least, by AFIT/ENG in

conjunction with such organizations as HQ TAC/DR and IIQ ESD/TCR.

Recoin mendations. As mentioned above, a great deal of

further research is required for the development of an operationally

usable and user accepted ECCO DSS.

I ) ECCO DSS Development. It is recommended that AFIT/EN

work in conjunction within the currently established command

53



.d

aiding structure headed by IIQ TAC/DR and IIQ ESD/TR in further

study of the concept of EC retasking and reduction of the ATO cycle.

Field testing of both the system and especially the operational

doctrine are critical to the successful study of this capability.

Additional agencies that should also be included in the effort are the

Tactical Air Warfare Center (TAWC), the Air Ground Operations

School (AGOS), the 65th Air Division, ATOC Sembach, the 507th

Tactical Air Control Center, the Air Force and Joint Electronic

Warfare Centers, and the Rome Air Development Center.

Several additional capabilities must also be developed for the

ECCO DSS which have been suggested via the storyboards and the

llyperCard-based functional display but were not conceptually

pursued due to time restrictions. These include:I
2) Deconfliction (Frequency and Airspace). The ECCO must also

have the ability to assess the potential for conflict and its impact on

currently scheduled uses of both the clectiomagnetic spectrum and

* airspace. Once the impact is assessed, the ECCO must have the

ability to generate plans which will minimize the impact. This

capability would already exist in the general planning capability of

the DSS. If conflict can not be avoided and it is determined that the

impact does not degrade the other unit's capabilities too seriously,

the ECCO must then have the ability to communicate a warning notice

to the affected units.

3) Models. There must be developed and added to the DSS

those models which will allow the "what if" planning capability which

is a fundamental characteristic and strength of a DSS. The results of

the specific models are identified via the storyboards of the proposed

DSS. Examples of needed models include:

a) ElC aircraft models with IC and flight characteristics
modeled.
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b) EC effects models which model the impact of EC etfects

on targeted systems,

c) SAM radar and missle models which take into

consideration such factors as terrain, weather, and system

reliability to allow the simulation of alternate missions.

Also important is the fact that to be truly usable for joint operations

such as in NATO the DSS must also include the capability to plan for

the employment of all EC assets within the alliance (to include US

0 Navy EC assets which are of course always "in support of").

4) Mission Impact. To support the ECCO's ability to evaluate

operations the ECCO must have a basis of value comparison. One

suggestion is to use the Loss/Damage ratio as a basis of comparison

between missions with varying EC packages. Use of the Loss/Damage

ratios entail comparing the difference between two mission's ratio of

their expected (simulated) losses versus their expected (simulated)

destructive impact. The ECCO must be able to determine a

loss/damage ratio for both the overall force and the EC assets when

proposing a change. This is required to allow the ECCO to select

among alternative plans. This will also enable the ECCO to determine,

B among other things, the incremental benefits to a mission receiving
retasked EC assets and the impact on future missions of losing an EC

asset.

5) Asset Valuation. Inherent in the last function mentioned

above is the capability to determine the worth of EC assets to the

overall capability of the air commander. The difference in

theLoss/Damage ratios will establish the value of the EC asset. This

is a valuation ability that does not exist to the knowledge of this

author but which does need to be developed.
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Further improvements include:

6) The addition of functions to support degraded operations

such as enabling the assignment of dynamic confidence ratings to

information and the capturing of recent battlefield trends to project

current and future operations when input support systems have

,gone down.

7) Adding powerful memory aids to provide planning

information on each of the various assets as well as the mixed

- operations of different aircraft. Another area requiring memory aid

support is the commander's guidance for overall objectives and other

similar critical information.

8) The possible addition of an expert system to guide and

short-cut the planning process thereby speeding up the generations

of plans

The Storyboard Process and Requirements Generation. This
V research set out to develop an initial set of requirements for a

decision support system to aid the dynamic retasking of EC assets. It
was decided to investigate the use of the storyboarding process as a

vehicle through which these requirements would be determined.

Additionally, it was further decided to investigate the use of the

IlyperCard application as an environment to create a "functional

display" of the proposed system using the developed storyboards.

Due to time and user equipment limitations there was only one

review of the storyboards by the user, though it was quite favorable

as mentioned above, and no comment on the IlyperCard-based

presentation as the user was unable to review it. As a consequence

of these limitations a finding by the author that could not be field

tested using the volunteer organization has been included here

merely as an observation because it is significant and warrants

further study.
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Conclu Si(0n[S.

ip 1 The use of concept mapping allows the accurate bounding of

the general subject being aided as well as a selected kernel process.

It also eases the identification of key functions requiring the support

of specific DSS operations.
S

2) It is very difficult to stay within the identified bounds of a

kernel due to the extensive overlapping of processes within a

complex system. It is relatively easy to avoid this through constant

0 referral to the concept map to assure the appropriateness of the next

development step.

3) The user generation of requirements through the process of

storyboarding will work but only if the following conditions are niet:

A. The designer works with the user to develop a ready

library of icons, frames, and whatever else is required to prevent

the user from having to generate the storyboard building blocks

from scratch. This a tedious process which may well result in the

user losing interest in the process if he is required to generate it all

from the beginning. Additionally, prepared building blocks act as an

anchor or starting point from which the user can evolve.

B. The user(s) must be allowed time to work on the

storyboards or functional display on a regular (daily) basis to insure

basic trends and requirements are captured . The issue of gaining

and maintaining the interest and cooperation of individuals who are

not interested in the effort and thus do not put forth a serious effort

needs to be addressed. The issue of breaking a user free from the

pressures of daily commitments to work on the generation of

requirements also must be addressed.

4) Through the use of the storyboarding the user's information

inputs are forced to become concrete and unambiguous. The

development of the storyboards requires the user to develop a

detailed description of at least the operational system's required
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representations, operational functions, control mechanisms, and
" possibly the system's memory aids. The presence of a conimon,

concrete storyboard representation also helps to minimize user-

designer miscommunications about desired system requirements (It
is expected that the use of the functional display, using the

- IlyperCard/ hypertext environment, will further enhance user-

designer communications and reduce chances for lasting

imiscornmunications).

* 5) The concept of a functional storyboard display is very
U useful in establishing system requirements, and the user generation

of the requirments, because it provides a structured framework

*, which forces a thorough analysis of the system's required features

-. and operational interconnections/functional relations. Additionally,

the ease of use of the HyperCard application/environment makes

constructing the functional display easy, thereby further opening

the possibility of the direct user generation of requirements as
opposed to their generation through the use of a designer or design

team. The user generation of requirements is also supported or

made possible by the reasons cited below:
,.,

A. First, the creation of the functional display reduces any
* ' initial conflicting functional demands and ensures that over time

there is no forgetting or confusing how functions are interrelated and

points out to the user those linkages which are contradictory.

B. The analysis of a proposed system is made easier with the

construction of a functional display because it is a shorter step
between the functional display and the operational system and

therefore easier to conceptualize and define the final operational

system.

C. The gcneration of a functional display needs to be supported

by an cnviroine nt which combi:nes IlyperCard linking and support

-... capabilities, ea,, access to an icon library, and a construction

capAbilit\ such as is offered in the MacDraw application. If this is
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not possible, then it is important to tie the separate a)plications
together with an application such as Switcher which allows the easy,

quick transition between the functional display environment, the
construction tool, and the icon library. This is to provide the user
with the tools which will cause the least interruption in the thought
process while working on the function display and therefore a better
chance of early development of stable requirements.

As a general statement, it can be concluded that the use of
concept mapping and storyboarding allowed the determination of a
set of functional requirements for an command and control decision
aid. There is no reason to expect that this approach for requirements
generation can not be used ir. other fields with equal success. It

must also be said, on the other hand, that no actual system was
developed, fielded, and tested for both user acceptance and major

user-required modifications to establish validity and stability of the
generated requirements. A requirement is stable if it represents a
basic requirement of the system to [feet general on-going operations
or the result of a transient or scenario-specific need. Additionally,
as both the function of retasking and the adaptive design of
operational systems has still to be organizationally adopted, the
requirements derived to date are based only on those needs as

perceived by a surrogate user. This must be pursued in further
research.

Recommendations. Within the general subject area of the
storyboarding process and requirements generation there are far

fewer recommendations than were offered for the specific subject of

the ECCO DSS.

First, there is a great deal of work needed on the theory and
practical application of alternative generation. In Appendix C the
idea of setting up a library of templates is offered as a possible
solution but it is hoped that the kind of solution which templating
represents, brute force, will not be the only solution possible. It is
hoped that original generation of alternatives can be achieved.
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Second, research is needed into the possibility of converting

the desired portions of a kernel concept map into a check list, or

some other guide, to help the designer/builder stay within the

bounds of the kernel and not waste resources working in peripheral

areas.

Finally, research needs to be conducted with operational

organizations on the user construction of storyboards and functional

displays. The aim of these studies would be to determine the

viability of the user generation of systems requirements.

Additionally, these studies would also need to test all aspects of

adaptive design systems development process, from requirements

generation to adaptive design modifications to the evolution of a

relatively stable system (The user generation of requirements will

enable the concentration of limited government funds on the

employment of contractors for the productive purpose of building

systems that are already defined as opposed to the initial generation

of requirements).
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Appendix A: Consolidated Concept Maps for tile

Command and Control of

Electronic Combat with Emphasis oil the Real-Time

Retasking of Airborne EC Assets

This appendix contains the composite concept maps used for

the development of the ECCO DSS storyboards. These concept maps

are the result of consolidating the views of many different people

associated with tactical air command and control operations. Among

the people interviewed for the construction of these maps were

personnel of the 507th Tactical Air Control Center, HQ USAF/XOORC

(Tactical Command and Control Division), and the USAF Tactical Air

Warfare Center (TAWC).
.9"

Pages 59 through 65 constitute the first set of concept maps.

Pages 66 and 67 reflect changes to the initial set of concept maps.

These changes are the result of subsequent reviews of the initial set

of concept maps by the 507 TACC, personnel of the TAWC, and

continued assimilation of information by the author.

The change on page 67 is a recommendation designed to
address an apparent deficiency in the education and practice of both

planners and commanders alike. According to members of the
S. faculty at the USAF Air Ground Operations School, personnel of the

507 TACC, and observations of this author, while the Principles of
War are terms which are taught in Professional Military Education

courses, these principles do not exist in the minds of planners as the

essential, living, and overarching framework to guide the

* development and execution of plans. The worth of these principles

6 1
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are proven throughout the pages of history and still have the same
applicability today. The principles, as a framework, exist to serve
as a guide and insure that both commanders and planners are aware
of all aspects of warfare and fully plan for war's many facets. The
living existence of these principles can only be fully achieved and

4, used if they are an integral part of the education, training, and the
memory aids of support systems which the user can query. The
ability to prompt such a memory aid will help ensure that all aspects
of the war planning and fighting have been considered in light of the
fundamental principles of war.
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Appendix B: Storvboards for the Electronic Combat Coordination

Officer's (ECCO) Decision Support System (DSS)

The ten storyboard sections which follow were prepared to
explore the idea of generating system requirements using the
storyboarding process in support of the adaptive design of a decision
aid. Each section starts with a general explanation of the storyboards

i that section. Specific information on the menus and buttons will
be found in the Help storyboards.

6The storyboards were specifically prepared to depict the

proposed capabilities of a decision aid to support the ECCO in the
single task of assessing the impact of the enemy's IADS on current
missions. Some initial steps were also taken toward depicting

capabilities to support the generation and evaluation of alternate

plans to point out the need for a simulation capability. Only a single
aspect of the ECCO's overall functions is intended to be fully

supported in these depictions because this decision aid is being

developed under the adaptive design approach. As such, only a
single area of responsibility was selected for initial implementation.

Additional functions would be added as each previous area became

relatively stable.

The storyboards presented are of only two basic formats, the

Operations Area Overview display and the Help text display. The
Help text is presented in the same menu/button frame as the

Overview presentations but the buttons and menus are non-
functioning except the added RTN (return) button. The fully
developed E'CCO I)SS would have a variety of formats/presentations
in conjunction with the capabilities required to support a wide

* variety of tasks. The presentations for a fully operational system
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would therefore range from lists to spreadsheets to cartographic

Sipresentations.

At the bottom of each storyboard is an exploded menu dis-lay,

or feature chart, which is highlighted to show the user his exact

location within the DSS.

The proposed Operations Area Overview representation of the

ECCO DSS is designed to give the user a quick but accurate and

complete idea of the context of the operation(s) which may be of
* interest. This presentation will allow the user to arrive at

conclusions and decisions based on a comprehensive and detailed
understanding of the environment by allowing the ECCO to select for
presentation any level of information concerning the present threat

environment, from a single site to the entire IADS and additional

information. This is true whether monitoring actual missions or

developing a new plan using the aid's simulation capability.

Examples of some of the specific types of presentations which can be

, displayed are flight paths, orbits, the location of a theat, the type of

threat, threat ranges, the effect that altitude variation has on the

threat characteristics, individual or aggregated forces, as well as a
number of other things. An example of the ability this
reprsentation gives the ECCO is using the altitude variation control

on the SUPRT/AIR CNTL - ALL display to search for threat-free
ingress routes through the enemy lADS which developed because of

terrain masking.

The operations available to the user of the ECCO DSS support all
":"phases of the decision cycle. The presentation of information on both

enemy and friendly forces enables the ECCO to anticipate potential

problem areas. This capability is hacked up by automatic features

which alert the user in the case that there are deviations from the

plan which exceed default or user-specified error margins. The
presence of aircraft and threat models allow the construction,

simulation, and rough visual evaluation of alternative plans. Future

expansions of the DSS under the adaptive design process will allow
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the more detailed analysis of the alternative plans by using such

criteria as loss/destruction ratio. A further expansion of the system
will allow the automatic generation of flight/mission information for

the retasked and supported aircraft to support the command and

execution of the selected retasking plan.

The ECCO DSS has a myriad of memory aids for use both with

the initial operating capacity and later expansions. These include

such aids as friendly organizational ground force boundaries,

friendly ADA positioning and status, state vectors with varying
information for both surface and airborne forces, extensive data

bases to support models or be scanned by the user, system default

values for the various presentations or for the configuration of the

simulation models, a HOOK BOOK workspace for recording thoughts
* or other information which automatically copies the display the user

was on when the Hook Book was requested so as to preserve the

context of the user's thought, and many other aids.

The number of control mechanism available is extensive. A

thorough reading of the HELP file will show the user the many
-i different ways in which to use the representations, operations, and

memory aids in the process of arriving at a final decision or in

W generating and evaluating flight missions.

,7
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Introd Liction

The INTRODUCTION storyboard welcomes the user to the

functional display of the ECCO DSS storyboards and briefly explains

the purpose of the presentation.

The HyperCard page is a scrolling text field which the user can

read. There are no operations or memory aids associated with this

storyboard. The control mechanisms on this storyboard are the

lOUSE and BEGIN buttons which respectively allow the user to move

to the HyperCard HOME card or start the ECCO DSS presentation.

Q
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JDO NOT WOQR.K I .N ....THIS1 ... UPPER .... R1IEA1. A$ IT 5 11 S .IDDQEN ON.. A.R... SH.A.LL .....
WELCOME TO THE ELECTRONIC COMBAT COORDINATION OFFICER'SE. (ECCO) DECISION SUPPORT SYSTEM (DSS) FOR THE DYNAMIC RETHSKING

OF ELECTRONIC COMBAT (EC) ASSETS

* by MAJ CHARLES D. FLETCHER

* INTRODUCTION
4o W The accompanying HyperCard stack is an automated presentation

of the storyboards for the proposed Electronic Combat Coordination
* Officer's (ECCO) Decision Support System (DSS). While it is a fuctional

display, there is no software, such as a model or data base/DBMS,
"behind" the presentations to make the system operational. Similarly,

0 there are no active data or intelligence inputs to the system to make
.- the battlefield presentations operable. This is strictly a functional

display designed to give the proposed user an idea of what the system
would look and feel like. As such, these storyboards act as a strawman
for the user to use as a starting point, or anchor, from which to tell
the designer what are the requirements for this type of system.

NOTES ON THE PRESENTATIONS
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for the user to use as a starting point, or anchor, from which to tell O
the designer what are the requirements for this type of system.

NOTES ON THE PRESENTATIONS
The displays which are seen in this model are representative of

what the full-up system would have. While the full-up system would
have the ability to support the presentation of any combination of
information requested, such as IADS - SAM, MOBILE and ATTACK GROUP -

TARGETS (ALL), this presentation of the proposed system does not show
that capabil.:y due to the thousands of possible combinations, the
requirement that each presentation be custom made, and the time
constraint of this program. Therefore, the displays shown here are

* generally confined to certain combinations under a single menu heading
and generally exclude combinations of information which are the result
of requests made under different menu headings.

HxH - Those menu headings or menu items that are nonfunctional
are marked by an "xxx" before or after the Item.

The start up, or default, screen will show the FEBA (Forward Edge
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(O..NOT....IORK IN TIlS UPPER FiRFA..AS IT IS IIIDDEN ON A. SMilI L MAC.)

xHH - Those menu headings or menu items that are nonfuncti
are marked by an "xH-" before or after the item.

The start up, or default, screen will show the FEBA (Forward Edge
of the Battle Area), the mobile SAM systems, and the rings of those
SAM systems which define the maHimum range of the associated missle.

Additionally, only one specific function of the proposed system is
being presented for comment because this system is being developed
under the adaptive design process. The function, or kernel, of the DSS
being implemented here is that which assists the ECCO in assessing both

" the impact of changes in the enemy's IADS on the missions in flight and
evaluating the desirability of retasking available assets to take
advantage of those changes. While it is realized that other portions of
the proposed system are eventually needed to fully support all aspects
of the ECCO's duties, under the adaptive design process the additional

* @functional areas are intended to be added in the future as continued
points of growth for the system.
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%-" Ground Forces

-.

The GROUND FORCES menu control enables the user to request

the presentation of the selectable combinations of friendly and

enemy ground forces. The organizational level of the units is either
user selectable or a function of the size of the area being viewed.

The latter is the default selection procedure. See the HELP file for a

thorough explanation of the representations, operations, memory

aids, and control mechanism available to the user on these pages.
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* IADS (Integrated Air Defense System)

The IADS menu control enables the user to request various
components and combinations of components of the enemy

integrated air defense system. This allows the differentiation

between air and ground threats, fixed or mobile ground threats, and
SAM or AAA systems. It also allow the user to display the ranges of
the threat systems' radars and/or weapons ranges after they have
been affected by terrain, jamming, weather, or other factors.

Additionally, the lADS menu allows the presentation of those enemy
radar systems which are used to supply the threat system with

acquisition information. The page can also show the C2 connectivity

between the units if the lADS. The presentation will give a projected
degradation of these connections based on simulation models which
use the position of the sites, terrain, weather, type countermeasure

being used, the location of the countermeasure being used, and
mode of the enemy radar to name the major factors. See the tHELP
file for a thorough explanation of the representations, operations,
memory aids, and control mechanism available to the user on these

pages.
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* Attack Group

.,.

The ATTACK GROUP menu control enables the user to view

various combinations of information concerning both the friendly air
forces and the tasked targets. This covers direct attack forces,
support forces such as the EC and air refueling forces, targets

selected to be physically destroyed (hard kill), and targets selected
for neutralization through other than physical destruction such as

through the use of ECM (electronic countermeasures). See the HELP

file for a thorough explanation of the representations, operations,
memory aids, and control mechanism available to the user on these

pages.
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Support / Air Control

The SUPPORT / AIR CONTROL menu control enables the user to

access information on the various mechanisms required to support

air operations, such as bases, to access mission guidance
information, such as ROEs (rules of engagement), and to access

information on air space control issues. The user is able to access
information for air space control issues over both varying altitude

and time. See the HELP file for a thorough explanation of the

representations, operations, memory aids, and control mechanism
available to the user on these pages.

.
MAIN

4P MN EE I
S MRUN • ACJPG

FOCE GROU

AI PCBS



THIS IS A MEASURE OF THE SMALL MAC HYPERCARRO AREAR BELOW.
CIR FOCES ID FTAC EE PHG EDIT T HELP

18 Mf IA 8 4XBASS 4CLASS IFICATION

FF 4 )WEORRIDORS 4
>XARTY/NAVAL

FE X.A

1130
XR.~

EXD4(.MDGIF *.t4m.B

I%

OtheI d
m AGL:- 50 00

rAi C ]0CLASSIFICATION HL700

zomMI.FH

MEU

Si ON TAKPG
FOCS RU

AlSAE6AEN
-. 4,

ALLAI

".4,

IDRSCOR-SA

109
ART

NAV

*, 'd ."~~ %,.*.~ ~ .' El.4



THIS IS A MEASURE Of THE SMALL MAE HYPERCARD AREA BELOW.
CGROUND A R)S FTTAICK SUPRT/ PAE D T E

* LRFORCES lAS GROUP AIR CNTL PAG 8DT K HEP

.18 1MAR084 CLASSIFICAFTI 4
Iloom . ...

Lz.J1000

rrri
EXP

LLLLW

L~LJ
Orbt ..

tAT TZ...ALI]D
% ~ 7 E SAGE: I8/ 5z AG:_50 0

LUCLASS IF I CA M- .:: M ML:_7 000

zomMI EP

MENS

R N TAC UR
SimPA

FOCSI RU ARC

IAI

ID.R

1 10

iS-



4 Page

The PAGE menu control enables the user to move to other page

formats which are basically different so as to support other aspects

of the planning-evaluation-decision steps. These other pages support

attrition-damage analysis, frequency management, and air space

6 management. The capability to directly support the generation of

new displays, a DESIGN page, to indicated user desired changes and

enhancements is to be added later. See the HELP file for a thorough

explanation of the representations, operations, memory aids, and

control mechanism available to the user on these pages.
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Ed it

The EDIT menu control enables the selection of display

information and the user's ability to construct, manipulate, and

terminate simulations. See the HELP file for a thorough explanation

of the representations, operations, memory aids, and control
mechanism available to the user on these pages.
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Note Book

The NOTE BOOK menu control enables the access of either theV

Note Book or the Hook Book as well as the control of these

documents. See the HELP file for a thorough explanation of the
representations, operations, memory aids, and control mechanisn

available to the user on these pages.
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The Simulation Column

The SIMULATION COLUMN is the vertical column of individual

buttons on the left side of the screen. These buttons enable the user
to set up and run a simulation using any combination of tile available

aircraft models. The one exception is the use of the ZOOM button.
The ZOOM button allows the user to define an area of interest which

is to be expanded to fill the display. The expansion area will fill the
screen but the resolution of the terrain is tied to preset DMA
(Defense Mapping Agency) map presentation sizes. See the HELP file
for a thorough explanation of the representations, operations,
memory aids, and control mechanism available to the user on these

pages.
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* Help

The HELP menu provides the user with a combined DSS tutorial

and individual item Hlelp file. Within each item is an explanation of

the representations, operations, memory aids, and control
mechanism available to the user. The Help file is structured in

* generally the same order as on the listed subject contents pages
which begin on the next page.
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EXP --HELP ................. 1h -- EF-1 11 ............... InII -lADS .................. El -- EHPD (EXPENDABLES) . ... l]
KC

-NT BK (NOTE BK/HOOK BK)L0i --F-46G.................1
* 7 -PAGE ................. l --FLT (FLIGHT) PATH ....... IEl

Fth r -- SUPAT/AIR CNTL (SUPORT! -- KC-135 .............. LI
Orbit AIR CONTROL) ............ 0 -ORBIT ................. 1
L' ' -NT BK (NOTE BOOK/HOOK BK) -- OTHER ................ L

- _T/ MENU .................. EL -SIM (SIMULATION) CONTROL .0I
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GROUND A RS01TTACK SUPRT/ N4T
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*o SUBJECT AREA SUBJECT AREA R

hi, I-SUPRT/AIR CNTL (SUPPORT/RIR
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FE-
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THIS IS fl HIEBSIIE OF THlE SHLL MAC IIYPERCHABO AREA BELOWP.
GROUND R1 ATTACK SUPRT/ PAEND T H iCRFORCES lAS GROUP AIR CNTL PG DT iaLOK

I o33J AlTACK GROUP MENU RTN* fFE J -AL
Z Shows all BLUE air forces associated with current attack, or

strike, forces

LL3J -ALL EC

1EP Shows only the EC air assets currently airborne

I35I SELECT
W [] llows the user to prescribe those air assets to be presented

Fth,] through use of uarious designations; attack force designation, cell
Obtdesignation, aircraft call sign, EC cell, etc.

FL EF- I I1
LI~IAllows the display of onl EF-1 11 assets currently airborne

~~19~ I
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THIS IS R MEISIIRE OF THlE SMHIL MOC HYPFRCARD AHlER Oll,0hli.
GIIOUIID ATTOCK SU PRT/ Nf(E T

CLR lADS PAG EDI SuELPFORCES GROUP AIR CNTLH BK

toofy) - F-4G RTN

E- Rllows the display of only F-4G assets currently airborneDill Cli
[F Allows the display of only EC-130 assets currently airborne

11301 - EXPEND (EXIPENDAIBLES)
[EP Aillows the discrete selection and display of eHpendable assets

IK-currently airborne. The selection capability is initially by weapon
135 system and then by any combination of the following: mission* 27 number, target number, target priority, active operation time, or

Whej by displaying all or the selected system.

c'l- TG;TS (AiLL)

I -LT/ Allows the discrete selection and display of all targets assigned
to those assets currently airborne. Tar ets displayed will be both

1 3 0



Tills IS A MEASIRE OF THE SMALL MAC IIYPIRCARI AREA BFLOIII.
GCL ROUND b AS fTTnCK SUrRT/PG ED Tmy::E:P

CRFORCESH GROUP 0AIR CNTLI PAE DI h

i l -ATACK GROUP MENU: TGTS (ALL) cont. RTN
.0 hard kill and soft kill types. (Hard kill targets are those targets

FEF-
to be physically destroyed. Soft kill targets are those targets

[F - that EC/Other capabilities are tasked against.)
[Ij Selection of targets to be displayed can be by displaying all
[EE], targets, by target priority, by type of target kill, by target number,
1130 or any combination of the above.

I - TGTS (HARD KILL)
F. E- I Allows the selection and display of targets which are to be
1 physically destroyed. Selection can be for all targets or by any
Dtr combination of the following: by target priority, by target number,

. bit by weapon system tasked against it/them, or time on target (TOT).

' - TGTS (SOFT KILL)
4 Allows the selection and display of taraets which are to be

i6~
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% TllS IS n MQEiSIIRE OF TIE SMALL MHC IIYPERCIO iREll R[LEtII.
GROflDATTACK SUPRT/sFORCES GROUP AIR CNTL PAGE EDIT T

* Ed -ATTACK GROUP MENU: TGTS (SOFT KILL) cont. RTN

FE-;- operationally degraded. Selection can be for all targets or by
11 1any combination of the following: by target priority, by target

F number, by weapon system tasked against it/them, or time of
effect on target (TOT).

BUTTONS
[EXD- ACT (ACTIVITY) BUTTON

1,5 The ACTIVITY button is the last button of the simulation column.
(The simulation column is the vertical column of buttons on the leftL1]r side of the display.) The activity button allows the user to designate

Orbit that portion of the flight path on which the simulated asset will be
L I active for its mission.
L EXAMPLE: First, an orbit Is requested, using the Orbit simulation
PATH button, and placed at the desired location on the display screen by
F, AC [ 7 -]
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Tills IS 11 MEASURE OF Tile SHiLL H C HYPERCARO AIREA RELOUI.
GROUNDii IADS ATTACK SUPRT NT
FORCESU R CNt PAGE EDIT

1006 -BUTTONS: ACT (ACTIVITY) BUTTON cont. RTN
the ECCO. This automatically places the DSS in the simulation

11I mode, awaiting a second activation of the SIM button to initiate theD F simulation run during which statistics such as attrition are
automatically compiled. (The SIM button will blink during the period

E the DSS remains in the simulation mode.) Second, an aircraft model
is selected, again using the desired simulation button. This model

E IXP D aircraft is confiured by the system user and then position over the;-, I orbit. The system matches the orbit and the aircraft, selecting an

11351 average operational airspeed and an altitude equal to the display's
mI r selected presentation altitude or as designated by the user during

!7., the aircraft model configuration.
Orbit Finally, the user selects the ACT button and moves the pointer to

ALt the position on the flight path where the aircraft is to initiate
FLT operations. At this point the system user holds the mouse button

v; MATdown and drags the pointer over that portion of the flight path or

,.

.;
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TIS IS 0 MEAISURE OF THE SMALL MAC HYPEERCARD RIER DIELOW.
GROUND AiTTRCK bSUPRT/ NTCIR FORCES lADS GROU AIR CNTL PAGE ED IT D ELoup H

lom -BUTTONS: ACT (ACTIVITY) BUTTON cont. T
orbit where the system is to simulate the selected EC asset

ill. being activue. This acitue area con be broken up by releasing theDbutton, moving to the new location and depressing the mouse
F-Gbutton again, dictating another area of activityj.

i* EC- Activityj of a selected simulated aircraft can also be determined
L 130 during the aircraft's mission configuration which occurs Immediatelyj

1X after aircraft selection.

IKC-I
11351 AIRCRAFT, SIMULATED

-- h],_ EC-130 BUTTON
Orbit The EC- 130 button allows the selection and placement byJ the user

-. : L~I of a model which simulates the activities and effects of an EC-130.
F LT/ Upon selecting the button, the 05$ automaticallyJ drops into the
PAH simulation mode, freezing the displa with the last presented real-
IACTI

L13



THIS IS A MEASURE OF IiE SMAlL MAC HYPERCARD AREA BELOW.
Gnuh CI AROfs IInTTnCK SUPRT/ HT
FORCES GROUP AIR CNTL PAGE ED:IT

[ iom -- BUTTONS: AIRCRAFT, SIMULATED: EC-130 BUTTON cont. RTN
' world information, and awaits the user's command to either
" I I initiate simulation, by selecting the SIM button, or return to the

=: real-world mode by selecting the REAL button. (The SIM button will
.- blink during the period the DSS remains in the simulation mode.)

4E Also upon selection of the aircraft button, the aircraft's
S1301 configuration control panel is automatically presented to the user.
E.-. Once the model's mission/systems configuration is complete and the
I KC ICONTINUE button selected, a model representation is presented on

11 35 1 the screen for placement by the operator. A FLIGHT PATH OR ORBIT
R MUST FIRST BE POSITIONED ON TIIE SCREEN BEFORE THE AIRCRAFT IS

. PLACED OR THE SIMULATED AIRCRAFT WILL "CRASH." (Selection and

Orbi placement of a flight path/orbit is done using the FLT PATH or ORBIT
<-. simulation buttons.) The simulation is initiated by selecting the SIM

P ATH9 button.
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" TIS IS 11 MEAlSURE [If IIRE SMALL MAC IIYPERCIIRD lllEll iREL01III1.

.- RGON ID iTC HUiR/ PAGE EzD I TBK IIELP
LA,

-- ~EF-111 BUT-TONRT

EP1 The EF-I I button allows the selection and placement by the
LwJ user of a model which simulates the activities and affects of an EF-

° F0 I11. Upon selecting the button, the DSS automatically drops into

"-I simulation mode, freezing the display with the last presented real-
FE--] world information, and awaits the user's command to either initiate
130 simulation, by selecting the SIM button, or return to the real-world

FX 1 mode by selecting the REAL button. (The SIM button will blink during
'-a the period the DSS remains in the simulation mode.) Also upon

115 selection of the aircraft button, the aircraft's configuration control

lhe F panel is automatically presented to the user. Once the model's
mission/systems configuration is complete and the CONTINUE button

Orbit selected, a model representation is presented on the screen for
.. "i placement by the operator. A FLIGHT PATH OR ORBIT MUST FIRST BE
FTPOSITIONED ON THE SCREEN BEFORE THE AIRCRAFT IS PLACED OR THE

-C- ATH
I SIMULATED AIRCRAFT WILL "CRnSII." (Selection and placement of a

ACT I]*
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TillS IS 11 MEASURE OF TIIE SMALL MAC IIYPERCARII ABED BELOW.

CRGROUND IlADOS 0ATTACK 0SUPRT/ AE EI NT hL-. ' FORCES GROUP AIR CNTL PBGE IEDI T

-- BUTTONS: AIRCRAFT, SIMULATED: EF-1 I1 BUTTON cont. RTN

,.. flight path/orbit is done using the FLT PATH or ORBIT simulation
i Ibuttons.) The simulation is initiated by selecting the SIM button.

N m

: -- EHPD (EXPENDABLES) BUTTON
FEE--] The EXPD button allows the selection and placement by the user
L!-2J of a model which simulates the activities and affects of any of the

. [] operational expendable EC assets currently modelled and available

. on this system. Upon selecting the button, the DSS automatically
135 drops into the simulation mode, freezing the display with the last

presented real-world information, and awaits the user's command
.~ to either initiate simulation, by selecting the SIM button, or return

Orbit to the real-world mode by selecting the REAL button. (The SIM
i i button will blink during the period the DSS remains in the simulation

FL mode.) Also upon selecting the expendables button, the user is

* presented with a list of the available simulated expendable EC
[12F *
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THIS IS R MEASURE Of THlE SHALL MAC HYPIERCOND RER BELOWD.
GROUND AlTTACK SUP/ NT

CLR lAIDS SIPAGE EDT iELPFORCES GROUP AI C1LB

loom -- BUTTONS: AIRCRAFT, SIMULATED: EHPD (EHPENDABLES) cont. RTN
~--systems from which any combination of these systems can be

selected for use. Once the syjstems are selected and theDCONTINUE button is pressed, the OSS will present the operator with
the mission configuration options for each expendable. After

EC- completing the model's mission/systems configuration and the
130 CONTINUE button selected, a model representation is presented on

EXPDi the screen for placement by the operator. A FLIGHT PATH OR ORBIT
FK 7- MST FIRST BE POSITIONED ON THE SCREEN BEFORE THE AIRCRAFT IS

(W 11351PLACED OR THE SIMULATED AIRCRAFT WILL "CRASH." (Selection and
mplacement of a flight path/orbit is done using the FIT PA1TH or ORBIT

simulation buttons.) The simulation is initiated by selecting the SIM
Obtbutton.

-T F-4G (WILD WEASEL) BUTTON
P*T The F-4G button allows the selection and placement by the user

L13



TillS IS A MEASURE OF THE SMALL MC !IYPERCAB AREA BELOI.
GROUND ATTACK SUPRT/ NT

CIR-FORCES GROUP AIR CNTL PD K

'U', 400M -- BUTTONS: AIRCRAFT, SIMULATED: F-4G (WILD WEASEL) cont. RTN
of a model which simulates the activities and affects of an
F-4G. Upon selecting the button, the DSS automatically drops into

m simulation mode, freezing the display with the last presented real-
. [jfjworld information, and awaits the user's command to either initiate

41 EC simulation, by selecting the SIM button, or return to the real-world
LL2 mode by selecting the REAL button. (The SIM button will blink during
EXP the period the OSS remains in the simulation mode.) Also upon

F -7 selection of the aircraft button, the aircraft's configuration control
15 panel is automatically presented to the user. Once the model's
r mission/systems configuration is complete and the CONTINUE button
. selected, a model representation is presented on the screen for

. Orbit placement by the operator. A FLIGHT PATH OR ORBIT MUST FIRST BE
L] o POSITIONED ON THE SCREEN BEFORE THE AIRCRAFT IS PLACED OR THE
1LT SIMULATED AIRCRAFT WILL "CRASH." (Selection and placement of a

P ATH flight path/orbit is done usin the FLT PATH or ORBIT simulation
ACT
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TillS IS H MEASIIRE OF THE SM LL MBC IIYPERCNII llEl BELOW.

CRGROLIHD EI fll TTnCK 0SUPRT/ NT GCLRFORCES lS GROUP AIR CNTL PAGE ED I T

! -- BUTTONS: AIRCRAFT, SIMULATED: F-4G (WILD WEASEL) cont. RTN
buttons.) The simulation is initiated by selecting the SIM button_

~ -- KC-135 BUTTON
The KC-135 button allows the selection and placement by the

EC- user of a model which simulates the activities and affects of an KC-
1301 135. Upon selecting the button, the DSS automatically drops into

7 simulation mode, freezing the display with the last presented real-
LJ world information, and awaits the user's command to either initiate

13 simulation, by selecting the SIM button, or return to the real-world
77 - mode by selecting the REAL button. (The SIM button will blink during

the period the DSS remains in the simulation mode.) Also upon
Orbt selection of the aircraft button, the aircraft's configuration control
CDi panel is automatically presented to the user. Once the model's
F mission/systems configuration is complete and the CONTINUE button

P APT selected, a model representation is presented on the screen for

140



- 1111S IS N MFISIIR1E (IF IlIE SHALL MIiC IIVP[RCHRI AHUA l 1.RI1111."G °"°"° '-°°RT U NI
,iCLR FORCES GROUP AIR CNTL PAGE EDI

, oom -- BUTTONS: AIRCRAFT, SIMULATED: KC-135 BUTTON cont.
-.- placement by the operator. A FLIGHT PATH OR ORBIT MUST FIRST

BE POSITIONED ON TIIE SCREEN BEFORE THlE AIRCRAFT IS PLACED OR TilE
SIMULATED AIRCRAFT WILL "CRASH." (Selection and placement of

-4G a flight path/orbit is done using the FLT PATH or ORBIT simulation
buttons.) The simulation is initiated by selecting the SIM button.

*, -- OilER BUTTON
The OILIER button allows the selection and placement by the user

of a model which simulates the activities and affects of selected
other air assets currently modelled and available on this system.

___* Upon selecting the button, the DSS automatically drops into the
sintulation mode, freezing the display with the last presented real-
world information, and awaits the user's command to either initiate

"J simulation, by selecting the SIM button, or return to the real-world
mode by selecting the REAL button. (The SIM button will blink during

ACT 75116
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Tills IS A MEASIIRE OF TIlE SMALL MAC IIYPERICAI) RREA EII[OI)i.
GROfi TTniCK SUPRT/ NT" U le i PAGE EDIT T HELP

CIR FORES lAD GROUP AIR CNTL PG DT B

It~--BUTTONS: AIRCRAFT, SIMULATED: OTHER BUTTON cont.RT
S., the period the DSS remains in the simulation mode.) Also uponFj--] selecting the eHpendables button, the user is presented with a listZ F of the auailable simulated aircraft from which any combination of

"- these systems can be selected for use. Once the systems are
FEE-] selected and the CONTINUE button is pressed, the DSS will present

-3 the operator with the mission configuration options for each
E selected aircraft. After completing the model's mission/systems

configuration and the CONTINUE button selected, a model
[15 representation is presented on the screen for placement by the

uperator. A FLIGHT PATH OR ORBIT MUST FIRST BE POSITIONED ON THE
Ot.. SCREEN BEFORE THE AIRCRAFT IS PLACED OR THE SIMULATED AIRCRAFT
Orbi.t] WILL "CRASH." (Selection and placement of a flight path/orbit is
L :i done using the FLT PATH or ORBIT simulation buttons.) The simulation

FLT" is initiated by selecting the SIM button.
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TillS IS A MEASUIRE OF TIE SMIL MDC IIYPERCARR ARIEf RELOD.
GROUNDRTTIRCK SUPRT/ PAE D TCLR lAnoHD DOS HPG D JELPFORCES GR11OUP AIR CNTL BK

Sido - CLR (CLEAR) BUTTON RTN

EF- Selection of the CLEAR button resets the display to its turn-
111- on/default setting. The turn-on/default setting shows only the FEBfA,

S4 mobile SMs, and each SAM's maHimum lethal missile range.

V- - FLT (FLIGHT) PATH BUTTON
L!A9J Selection of the FLT PATH button allows the operator to designate
[EP where a model aircraft will fly during a simulation. Upon selecting

the button, the OSS automatically drops into the simulation mode,

1135 freezing the display with the last presented real-world information,
Oe and awaits the user's command to either initiate simulation, by

Sselecting the SIM button, or return to the real-world mode by

Orbit selecting the REAL button. (The SIM button will blink during the
period the DSS remains in the simulation mode.) To define a flight
path, the operator moues the cursor/pointer to the desired start

[ 7 point of the model aircraft's route at the start of the simulation
18

143
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CLR GROUND ATTACK SUPRT/ PE E

FORCESH GROUP AIR CNTL BKJ
.00 -BUTTONS: FLT (FLIGHT) PATH BUTON cont. iN

,----'and gives the mouse a single click. This will anchor the path to
hj I that point. The operator then moves the pointer along the desired

F light path to the neHt turn point. As this is being done, the path is
laid out as a straight line from the anchor point to the pointer tip.

Ec I At the desired turn point, the operator gives the mouse another
130 click which anchors the flight path as a straight line between this

[ point and the last instance the flight path was anchored. At the end
KC Lj of the desired flight path the operator double clicks the mouse on

1135 the desired end point and the system then anchors the line of flight
thFe at that point and terminates the route. A FLIGHT PATH OR ORBIT MUST
.-, FIRST BE POSITIONED ON THE SCREEN BEFORE THE SIMULAIED AIRCRAFT IS

Orbit PLACED OR THE AIRCRAFT WILL "CRASH."

P ORBIT BUTTON
m Selection of the ORBIT button allows the operator to designate

,
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THIS IS It MESUIIE OF TIlE SMHALL MC HYPERCAIRD AlREA UFLOIIJ.
ROUND IDS PAGE EDIT T T

CLR FORCES GROUP AIR CNTL PG ED

o -BUTTONS: ORBIT BUTTON cont. RTN
LZ2FJ where a model aircraft will fly an orbit during a simulation.

Lii Upon selecting the button, the DSS automatically drops into the
F- simulation mode, freezing the display with the last presented real-

world information, and awaits the user's command to either initiate

• T] simulation, by selecting the SIM button, or return to the real-world
L32 mode by selecting the REAL button. (The SIM button will blink during
EXPD the period the DSS remains in the simulation mode.) To define the
LJ orbit area, the operator moves the cursor/pointer to the desired

135 point of the model aircraft's orbit at the start of the simulation and
SW N gives the mouse a double click. This will anchor the center of the

h] orbit to that point. A FLIGHT PATH OR ORBIT MUST FIRST BE POSITIONED
Orbit ON THE SCREEN BEFORE THE SIMULATED AIRCRAFT IS PLACED OR THE
. i AIRCRAFT WILL "CRASH."

P AT

,p

w"

'4.

,,

-A

4,'

4'

14

I.

A'A ,A



-.

TIllS IS A1 MEA9SIRE OF TlE SMHALL MAC IIYPERCAiU RBEU DELIIII.

OflOUNDRTTACK 0SUPRT/ N
CRFORCES lAS GROUP AIR CNTL PAE DI 3K hL

lo - REAL (REAL-WORLD) BUTTON RTN
The REAL button performs two fuctions. The first is to inform

FE, the user of the system that the DSS is operating in a real-world
m mode, using actual operational inputs to generate the presentations

F -F0and information being displayed. It does this by being highlighted
* [E while the SIM button is simultaneously subdued.

130I The second function is to enable to DSS operator to instantly
"XD terminate a simulation by using the pointer/cursor, commanded by
-7 a mouse, to click on the REAL button. When the REAL button is

11351 activated in this manner it highlights itself, all simulation is
* II terminated (the simulation data and statistics are automatically

stored for later use), and the display is updated to reflect current
. btreal-world information.

P.'.. SIM (SIMULATION) BUTTON
A TH The SIM button performs two functions. The first is to inform the

I ACT - 2 1 [-
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t" -BUTTONS: SIM (SIMULATION) BUTTON cont. RTN
F-F--- observer that the system is operating in a simulation mode and

that the displayed information is being computer originated (though
the general background may have been the last real-world
information received prior to begining the simualtion run). It

]indicates this when the SIM button is highlighted and the REAL
button is subdued.

[E7X-' The second function is to place the system into a simulation mode
KC- .and then initiate a simulation run after the EC asset models have
" - jbeen placed and readied for the run. To place the DSS into a
Other simulation mode requires that the SIM button be clicked on by the

cursor/pointer of the mouse or that one of the simulation models be
[rbit requested as explained under each of the models. To initiate a
L=i simulation run requires that the SIM button be clicked on by the

L T/ cursor regardless of how the DSS was placed in the simulation mode.

•.14
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THIS IS H MEASURE OF THE SMILL WC IIYVPRCnAD ARnEA BUEW.
GROUND ATIRTD 0 CIT SUPRT/_ d NiT ULFORCES GROUP AIR CNTL ED I

1'On - ZOOM BUTON TN
The ZOOM button allows the operator to discretely select and

1 enlarge subportions of the area being viewed as well as returning toD F the original large-area overview. This is done by the user clicking
once on the ZOOM button and the moving the cursor to the area that

4 [-_ will be a corner of the area to be boxed. After depressing and
L1 01 holding down on the botton on the mouse, the operator drags the
E 7Dcursor diagnolly across the area to be enlarged. As the cursor is
K being dragged across the area, the area will be encompassed by a

box whose sides are of dashed lines. Once the area is encompassed
[ and the user lets up on the mouse button, the area will expand to

fill the display screen. This can be done repeatedly to gain finer and
O finer small-area detail.

To return directly to the original display area, as defined using
F the EDIT menu's PRESENT (Presentation) SET UP, use the CLR button or,

L T if there has been only one expansion, double click on the ZOOM

A- 23 
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loo -BUTTONS: ZOOM BUTTON cont. RTN
button. Double clicking on the ZOOM button will allow the user

"-j1 to "walk" up the expansions in the some order and using the someD. bondaries as were used when defining the smaller ares to be viewed.

F"- f- DISPLAY, GENERAL NOTES
1301

EXPD - INITIAL START-UP DISPLAY: Whenever the system is initially
KC- powered up or the CLR button is hit, the screen presentation

"'II displayed to the viewer will be what is termed the default or initial135 "display. This initial screen presentation will consist of the FEBA, the
Fer] positions and identification of the enemy mobile SAM systems, and

I Orbit rings around each of the SAMs which represent the maHimum range
""" for the associated missile. Additionally, the initial altitude
I PATH T perspective of the DSS will be FL450, which will be displayed, along

:- " with its AGL counterpart, in the ALTITUDE box in the lower right hand
".°" ACT
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to -DISPLAY, GENERAL NOTES: INITIAL START-UP DISPLAY cont. RIN
I'--1corner of the display. Positioning of the SAMs will be basedon -

the latest available real-time intelligence inputs and updated usingE-4 this same input source. The initial range of the SAMs will be based
on the default starting altitude of FL450 but will be tied to the

[EC- altitude perspective as shown in the ALTITUDE box and requested
1 0] under the PRESENT (PRESENTATION) SET UP item of the EDIT menu.

KC- - GENERAL CONTROL GROUPINGS (SIM vs OPERATIONAL): The DSS
1 control features, the MENU headings and the individual GUTTONs, are
O roughly divided into two categories. The first category is those

hEr controls that allow the user to select and display actual real-world
orbit information. This category includes all the MENU buttons across the

o J top of the display as well as the ZOOM and REAL buttons.
F The second category Is those controls that allow the user to set
ATH up, run, and evaluate a simulation. This includes the controls on

ACT < ] ]25 E- -
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100 -DISPLAY, GENERAL NOTES: GENERAL CONTROL GROUPINGS cont. RTN
the left side of the display, except the ZOOM button, and the
SIM button.

Lz-2J - PAGES: The purpose of this decision support system is to
S33 allow the Electronic Combat Coordination Officer to develop and

0.li determine the comparitive worth of various alternate plans for the
1EP Iretasking if electronic combat assets. Consequently, there are
-K-- various tools required to give the ECCO this ability: an ability to
13 determine what has changed and the Impact of that change on the

current plan (thereby leading the need to retask), an ability toFt. _] assist the ECCO in generating alternative retasking plans, and an
Orbit ability to evaluate these alternatives. These reauirements are met
L i by the tools distributed on the various pages supported by this DSS.

FLT The OVERVIEW page is the page currently supported and gives the
user the capability monitor events and set up and run alternative

.
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-oo1, -DISPLAY, GENERAL NOTES: PAGES cont. RU-

FE7 retasking plans using simulation. Once implemented, the
SAhiRITION vs DAMAGE page will support the ECCO's ability to assess

m' the impact of any change and the effects versus the costs of the
P: alternative retasking plans. The remaining two pages, FREQUENCY

E] -7MANAGEMENT and AIRSPACE MANAGEMENT, once implemented, will
11301 also support both the planning of alternative missions and the
E Dability to further assess the impact of those alternate plans onW those two areas.

EDIT MENU

ther

Orbit The EDIT menu is dijided into two sections. The first, or upper,
"7T section provides the tools needed for the construction of a

- Isimulation or taking a "snap shot" of a display and modifying it once
it has been transferred to the l00K BOOK. The second, or lower,

E ] 27

152

0

.t - ? . ?.% 4 J -.



THIS IS A MEASURE OF THE SMALL MAC IIYPERCARD AREA BELOW.

IGROUSD ATTACK SUPRT/IPG ED T H ILCLRFORCES lD GROUP AIR CNTL PAGE EDUI T K HELP

toom; -EDIT MENU: COPY cont. RTN
-- clicking the mouse button while the cursor is inside the confinesL

of the box will simultaneously store a copy of the object in the
m single-item memory, get rid of the box, and return the cursor to

,,'j normal operations. The original image will be unaffected.

110 L- CUT
EXPD Enables the selection of a portion of the display and its deletion

from the display. CUT fuctions identically to COPY, only the final
1 effects differ. The user selects the menu item, positions the cursor

-te near the object to be copied, and, after first depressing the mouse
button and holding it down, drags the cursor diagonally across the

[rbi object. As the cursor is being drawn across the object a box is
L- i formed around the target. Upon releasing the mouse button the box

ILTV stops forming at that point. Double clicking the mouse button while
, D- the cursor is inside the confines of the box will simultaneously

.-.C 29.
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toom -EDIT MENU: CUT cont. RTN

I----, delete the encompassed portion of the image, get rid of the
FT--I box, and return the cursor to normal operations.

- DUPLICATE
c-im Enables the selection of a portion of the display and its
130immediate duplication. The user selects the menu item, positions
'XPD the cursor near the object to be copied, and, after first depressing

--: the mouse button and holding it down, drags the cursor diagonally
li. 135across the object. As the cursor is being drawn across the object a

Otherbox is formed around the target. Upon releasing the mouse buttonE- the box stops forming at that point and a duplicate of the
rbit encompassed area, slightly offset from the original, is presented.

L_-i The original image will be unaffected. The duplicate can be moved
by placing the cursor within the confines of the duplicate, holding

4 down the mouse button, and dragging the duplicate to its new

AC03

.. -

'.V

, %. . . . . ....- *. .. . . . .. .

.. . . . . . . . . . . . . . . . . . . . . . .



liIS IS H MEFSIIFIE OF TI1E SMHLL MIC IIYP[IiCHIII AFIlEII F(lil1.

CFORCES lDS GROUP AIRCN

loo -EDIT MENU: DUPLICATE cont. RTN
E-location. Releasing the mouse button will cause the duplicate tc

ijf remain at the last location it was at while the mouse button wasZ being held down. Double clicking the mouse button on the duplicate
will cause the duplicate to be "pasted" to that position.

L10 - PASTE

E Enables the movement and permanent positioning of data that

has been been obtained using CUT or COPY. Selecting PASTE after

13 having obtained an item using CUT or COPY will cause the immediateE appearence of the item on the screen. The item can be moved by
placing the cursor within its confines, holding down the mouse

[rbt button, and dragging the item to its new location. Releasing the
L=i mouse button wiil cause the item to remain at the last location it

was at while the mouse button was being held down. Double
P A clicking the mouse button on the item will cause the item to be
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-EDIT MENU: PASTE cont. RTN

-E-F- "pasted" to that position.

Z- - SELECT SCREEN
Enables the entire display to be selected for processing such as

EC. cutting out, copying, duplicating, etc. To function, first select the
130 menu item SELECT SCREEN and then the menu item for the desired
E-P function. On selecting SELECT SCREEN the entire display will be
.-. surrounded by the same boH seen when using CUT, COPY, or

lip 13 DUPLICATE. The desired process, such as CUT, will be enacted

O immediately upon selecting the desired menu item.

rb- - SHOW VECTOR
FL:- Selecting the menu item, SHOW VECTOR, enables the user to veiw
FL information about a selected force or item In the form of a column
ATH
A of data below that force or item. This information uector is
ACT i-321 5 -1
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FORCES GROUP AIR CNrL PAGE EDIT MT

-EDIT MENU: SHOW VECTOR cont. RTN
obtained by placing the cursor on the Item of interest and

Liu 1 holding down the mouse button. The information will be withdrawn
- once the button is released.

f'h] - PRESENT (PRESENTATION) SET UP
L!A~ This menu item allows the customizing of the screen display with

EXPD respect to both the altitude/location perspective assumed for the

KC- display presentation and the forces/force boundaries presented on

1351 the display.

t -- ALTITUDE OF DISPLAY
Orbit This item allows the user to define in one hundred foot intervals

the altitude that the DSS will assume for its perspective. This will
- determine such things as the radii of SAM rings when calculating

PATH their range for presentation on the displa and the initial altitude to
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lo--EDIT MENU: PRESENT SET up: ALTITUDE OF DISPLAY cont. T

spac undr the AIR SPACE CONTROL, ALL menu item. This altitude

F-GIcan be measured in either HSL (Mean Sea Level) or AGL (Above
Ground Level).

[EC-
LLLO9J -- DISPLAY CENTER

F XP This item allow the operator to select the center of the system's
Sdisplay and the area of coverage. Multisensor input can enable the

135 system to display entire theaters, though of course at a very low
iiresolution of forces.

Orbit -- SHOW FEBA (FORWARD EDGE OF THE BATTLE AREA)
<=> I This selection allows the user to either show or not show the
- LT EDO on the DSS display.
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ioo, -EDIT MENU: PRESENT SET UP cont. RTN
-- FORCES / FORCE BOUNDRIESE . -. This menu item enables the operator to customize the display

II presentation with respect to the level of the forces shown and the[-jJ force boundries presented. The two areas are directly related: with

Ec- Battalions selected as the force level for presentation, then the
[2.- force boundries that will be displayed will be Battalion boundaries.
-X-- There is also the capability to display none of the boundaries, all of
,,- the boundaries, or allow the system to determine the level of

iV.-.1"3-"forces and force boundaries to display by selecting the DEFAULT
t F, roption. This latter option will result in the system selecting and

T displaying forces based on the area presentation of the display. The
orbit smaller the display area, the lower the level of the force displayed.
" This is the system initial power-up setting.
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Gj . GROUND FORCES MENU

"-i Enables the control of the display of ground forces.. F-

- ALL
EC- Causes the display of all ground forces at the unit force level

0 °defined by the EDIT: PRESENTation SET UP menu item. The initial, or
1P [×p:power-up, selection of the force level for the OSS is the system's
-'C_ DEFAULT setting (see EDIT MENU: PRESENTation SET UP: FORCES / FORCE

35j BOUNDARIES). This is the initial selection for display of forces.

Orbit Causes the display of all US ground forces at the unit force level
' :L3i defined by the EDIT: PRESENTation SET UP menu item. The initial, or

FT_ power-up, selection of the force level for the OSS is the system's
PATH

DEFAULT setting (see EDIT MENU: PRESENTation SET UP: FORCES /FORCE

I
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0-GROUND FORCES MENU: US cont.RT
E BOUNOR IES).

Z - NAT
F-4G Causes the display of all NATO ground forces at the unit force
E-level defined by the EDIT: PRESENTation SET UP menu item. The initial,D 3 or power-up, selection of the force level for the DSS is the system's
[XDDEFAULT setting (see EDIT MENU: PRESENTation SET UP: FORCES / FORCE

DK-_ BOUND I ES).
115 _ USSR

E Causes the display of all USSR ground forces at the unit force
0btlevel defined by the EDIT: PRESENTation SET UP menu item. The initial,
Lior power-up, selection of the force level for the DSS is the system's
'/DEFAULT setting (see EDIT MENU: PRESENTation SET UP: FORCES /FORCED DT OUNDAIRI ES).
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loom GROUND FORCES MENU cant. RTN
- WP (WARSAW PACT)LEF-] Causes the display of all WP ground forces at the unit force level

F-40 defined by the EDIT: PRESENTation SET UP menu item. The initial, or
- -_ power-up, selection of the force level for the DSS is the system's

[ ] DEFAULT setting (see EDIT MENU: PRESENTation SET UP: FORCES / FORCE
LA.i BOUNDARIES).

- OTHER
'I351 Causes the display of all ground forces of the selected

ther country(ies) at the unit force level defined by the EDIT:
PRESENTation SET UP menu item. The user must make an active

[Orbit selection in order to display any one of the OTHER countries or any
L combination of those listed. No forces of the countries listed under

O 0THER will initially be displayed. The initial, or power-up, selection
of the force level for the OSS is the sem's DEFAULT setting (see

1 63
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~j GROUND FORCES MENU: OTHER cont.

W EC- Selection of the HELP menu brings the user to the first page of
130 the HELP file's table of contents. The selection of anyj of these item's

EXPD buttons will take the user directly to the information for that

F-7]subject area.

135 * 77lAS (INTEGFRTED iRl' DEFENSE SYSTEM) MENU
therl

Orbiti This menu enables both the real time monitoring of all aspects of
LJan enemyj lADS operations and the qualitative assessment of the
FTimpact of EC operations on the lADS. These capabilities are

* applicable in either the REARL (real world) or the SIM (simulation)

16
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loom lADS (INTEGRATED AIR DEFENSE SYSTEM) cont. I

modes.

D - ALL
EC Enables the presentation of all the major components of an l ADS
EC-] as well as their major characteristics: the air threat, the SAM
130j system, Am systems, the ranges of their weapons and radars, and

EP the command and control (C2) interconnectivity of the system.

V-KC-
Ote When .implemented, this menu item will enable the display of the

enemy air threat environment. Details of this proposed display are
Obtstill being developed.

-SAM

PAT The seletion of this menu item enables the presentation of all

165



TillS IS H MHSIIB[E OF THE SMOl-l MHC IiYPFERCARD ABED RELOIII-

CLR FRCE AnS fTTACK SUPRT/ PAGE EDIT NTHELPGORUDES D GROUP AIR CNTL BK

lo-lADS (INTEGRATED AIIR DEFENSE SYSTEM): SAM cont. BTN
~--~SAM systems in the area presentation couerage. This includes

EF- both fixed and mobile SAMs unless this menu item is changed using
Ithe FIRlED or MOBILE modifiers. In this latter case, the selection ofE-0 one of the modifiers will eliminate the presentation of the other

13Eclass of systems. The presentation of SAMs will include the system's
LAinumerical designation and its weapon's maximum leathal range
EXDgien the altitude perspective of the OSS (see EDIT: PRESENTation SET

H'UP).

HAI systems will be shown in the same manner and with the
Dbtsame modifications and restrictions as are SAMs. This portion of the

L=> system is not currently ready for display or implementation.

PATH,
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loo, lADS (INTEGRATED AIR DEFENSE SYSTEM) cont. RTN
___ -FIRED and MOBILE

IEF-I
l These menu items are selected prior to the selection of the

F-Gcatagories they modify, SAM and OAR, and do not have an
Liindependent function. They eHist solely to modify the ground threat

N7 categories.

EXP - SAM RNG (RANGE) and fiAR RNG (RANGE)
] Enables the display of weapon ranges for both types of threat.

1135 This is the default category of display during most selections to

Other display either threat. Selection of the ONG menu item will
automatically display all classes of the type threat requested, i. e.

*Orbit SnMs, with the lethal range of each system, given the altitude
Sperspective of the OSS at the time.
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lA... IADS (INTEGRATED AIR DEFENSE SVSTEM) cont. RTN
. - S (SAM)-RADAR and A (AAA)-RADAR
I'l I Enables the display of probability of detection ranges for bothZ types of threat. These ranges are base on the radar cross section of

I the aircraft and the percent probability selected as the probability
EC- of detection. The default probability of detection is 50%. OtherD probabilities for detection may be set by annotating the querey

E×PD Ipage that appears upon the user selecting this menu item. Once theF-- probability of detection is set, the system will automatically display

135 all classes of the type threat requested, i. e. SAMs, with the range
t "W of each system, given the altitude perspective of the DSS at the

time.

':< I- EW (EARLY WARNING RADARS) and GCI (GROUND CONTROL INTERCEPT

F RADARS)Z-H Enables the display of probabilitt of detection ranges for both

168
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Sloom -IADS (INTEGRATED AIR DEFENSE SYSTEM): EW and GCI cont. RTN
n types of radar systems. These ranges are base on the radar

1 cross section of the aircraft and the percent probability selected as

the probability of detection. The default probability of detection is
50%. Other probabilities for detection may be set by annotating the

Ec- querey page that appears upon the user selecting this menu item.
130 Once the probability of detection is set, the system will

E automatically display all sites of the type radar requested and their

F associated detection range ring, given the altitude perspective of
11351 the DSS at the time.

O - C2 (COMMAND AND CONTROL)
Orbit The selection of this menu item allows the depiction of the enemy

IADS command and control interconnectivity, primarily in the form
I of communications interconnectivity. It enables both the real-time
PATH

LJ real-world monitoring and evaluation of effects due to EC
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S-oJ -lHDS (INTEGRATED AIR DEFENSE SYSTEM): C2 cont.

rj7 operations as well as the monitoring and evaluation of the
FJ effectiveness of proposed EC operations using simulation techniques.

"ii Upon selecting this menu item there will be displayed the
(: j interconnectivity of the displayed IADS components using black lines

* c- to depict cable connection between points and fuzzy gray lines to
-- 2 indicate HF/VHF/UHF connections. Disruption of these connections
EXPD will be shown as breaks in the lines: hard wire disruptions will be
L- depicted as a single large break at about the midpoint of the
13 1 connection; disruption of radio connections will be depicted as
i increasingly widening dashed lines to depicted increasing degrees of

deterioration of the communications link.

PAH
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• NT BK (NOTE BOOK/ /HOOK BOOK) MENURT

IiI The NOTE BOOK feature of this menu allows the user to put asideZ 70personal notes for purposes such as a memory aid. The HOOK BOOK
feature allows the direct input of suggestions to the design team

EC- for the improvement and evolution of the DSS as an interagal part of
130i the adaptive design process. The importance of HOOK BOOK entries is

F that they are the basis of requirements for future modules of the

K evolving OSS and will therefore determine the future capabilities
and characteristics of the DSS as it grows into its various other

* areas of operations.
t The second portion of the menu consists of the controls available

Orbit to the operator for the storage and access of the NOTE BOOK and
HOOK BOOK files.
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* NT BK (NOTE BOOK / HOOK BOOK) MENU cont. RTN
N EWF-V
Generates a new NOTE BOOK or HOOK BOOK file ready to accept

F user inputs. Requires that NOTE BOOK or HOOK BOOK have been
selected first.

L22 - OPEN OLD

EXPD Allows the accessing of established files.

IKC-]
135 - CLOSE

Other Closes the file currently working in. The system will

:hJ automatically ask if you would like to store unsaved changes and
Orbit will require you to name those files not previously named.

- SAVE

D- Enables the storage of information without having lo close the

172
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ilom-NT BK (NOTE BOOK / HOOK BOOK) MENU: SAVE conlt. IITN
----- file you are currently working in. The system will automatically

111,i ask if you would like to store unsaved changes and will require you

F-40 Ito name those files not previously named.

L'-i Enables the storage of information in a new file without having

F~_]would like to store unsaved changes.

4 . 011351SUPAT (SUPPORT) / HR CNIL (CONTROL) MENU

Ori The items of this menu are primarily designed to support
Liinformation needs concerning support resources, assessing air

-FLT space usage to support retasking mission generation, andj operational guidence. Also, the vatma ority of these aids have
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SUPRT (SUPPORT) / AIR CNTL (CONTROL) MENU cont. RTN
-- not been constructed and therefore are not shown at this time.
EFi nn initial rough proposal will be given for the porpose of generatingD comments on which to build the requirements for these aids.

F-4G

Fic-[ - BASES, AIR REFUEL, SAR (SEARCH AND RESCUE)
L130 Gives information on the status and support capabilities of bases,

* air refueling assets, and SAR assets. The operator is able to access
KC- data using various sort requirements. The information required on

135 within these areas to support the ECCO's retasking mission have not
Otherbeen determined. Suggestions as to the information needed by the

I ECCO to do retasking are welcomed.

-5
Orbi

FLM
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[oon) SUPRT (SUPPORT) / AIR CNTL (CONTROL) MENU cont. RTN
- AIR SPACE CNTL (CONTROL)

D -- ALL
Enables the simultaneous display of all listed uses of airspace

[C- over the battlefield. These uses include minimum risk ingress/
130 egress corridors, airspace used for artillery and naval gunfire, and

EXPD the command status of the Air Defense Artillery covering a given

K area of airspace. All AIR SPACE CNTL pages give the operator active,

135j continuous control of the altittude being used to drive the DSS
* display of the airspace usage as well as an identical control to

t rcontrol the time, from the present to 24 hours in the future, of the
O presentation. This allows the user the ability to view airspace usage
L :i as it changes vertically with altitude and as it changes (planned)
FI with time.

9
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- GOUND A TTACK SUPRT/I NCL IRD U°°*s°"H CML PAE E HELP1
' CLR FORCES GROUP A N

loom SUPRT / AIR CNTL MENU: AIR SPACE CNTL cont. RTN" -- CORRIDORS

IEF-I
Enables the display of current and planned minimum risk ingress/

.. - 40egress corridors. Additionally, these can be viewed over altitude
and time. All AIR SPACE CNTL pages give the operator active,

SEC- continuous control of the altittude being used to drive the DSS
130 display of the airspace usage as well as an identical control to

EX-. control the time, from the present to 24 hours in the future, of the

r .. presentation. This allows the user the ability to view airspace usage
1"31 as it changes vertically with altitude and as it changes (planned)

with time.

Orbit-- ARTY (ARTILLERY) / NAVAL (gunfire)
L::J.Enables the display of those airspaces being used for or planned

for allied artillery and naval gunfire. Additionally, these can be
* viewed over altitude and time. All AIR SPACE CNTL pages give the

iL'Z oEh
:j--

o4.
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GROUND ATTACK 0SUPRT/ NT

CIR FORCES GROUP AIR CNTL PAGE EDIT BK HELP

*o - -- SUPRT / AIR CNTL MENU: ARTY / NAVAL (gunfire) cont. RIN

riv-]operator active, continuous control of the altittude being used
".i drive the 0SS display of the airspace usage as well as an identical
m control to control the time, from the present to 24 hours in the

Lii-] future, of the presentation. This allows the user the ability to view
,EF] airspace usage as it changes vertically with altitude and as it

changes (planned)with time.

'*-, -- ROEs, CMD GUID (COMMAND and COMMANDER'S GUIDENCE), and

13i MSN OBJ (MISSION OBJECTIVES)
These are computer-based documents set up to allow the easy

sorting and accessing of information concerning the many aspects
Or-bit covered by these three areas. They are intended to be used by the
'L~i ECCO during retasking mission planning as guides to the overall
I FLT/objectives and the limiting constraints.

* ~Z52LF ]
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Appendix C: [look Bo0ok

In trod 0 ct ion

The purpose of a I-look Book is to gather thoughts, needs,

criticisms, recommendations, and various other inputs over time so

that basic trends can be determined. This is possible because tile

realization of a need, or an idea of how to solve a problem, or the

realization of the core of a problem, for example, will surface

repeatedly over time. The problem is that these realizations will

take on many different manifestations due to the specific subject

being addressed at the moment or the specific stimulus that triggers

the thoughts. Additionally, due to the time and number of events

happening between the occurrence of like ideas, it is difficult for an

individual to mentally track the development of a pattern or trend.

These apparently random and unrelated thoughts therefore can

ultimately be grouped and filtered into coherent associations of ideas
only if gathered in a systematic manner and only if viewed over a

' period of time, such as three months. This will point out those major

areas of concern, maturing ideas, long term needs, and any number

of other subject areas.

The identification of future needs and the directions of future

expansion are key elements in the adaptive design process. The use

of tile hook book therefore becomes crucial to the process of adaptive

design by more clearly defining these future needs and directions of
expansion. Specific areas of interest that were tracked during this

research were:

1) The use of a computer-based approach for the

storyboarding process,

2) Future research for the specific DSS,
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3) Ideas on the impact of the DSS,

4) Adaptive design,

5) The user development of storyboards.

A technique using note cards to record ideas as they occurred

was employed in this research as the hook book. The note card

based hook book had a specific format which required the notation

of:

1) The thought or information,

2) The general subject area or title of the

thoughts/information,

3) The date on which the notation was made,

4) The circumstances which triggered the thought are also

noted so that a reference or framework can be established for the
thought (43).

Recording thoughts and other information in this manner allowed the
later determination of trends over time. The format of each subject

, area in this appendix follows this same chronological arrangement to

show the reader the same development of ideas over time and how

the various conclusions in Chapter Four were arrived at.

. Three major areas developed as a result of using a hook book

and tracking the thoughts and realizations that occurred over the

period of this research. These three areas of ideas establish the

major sections of this appendix:

1) Organizational Impact,

2) Decision Support Systems and the Adaptive Design Process,

3) The ECCO DSS and Its environment.
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* Organizational Iminpact

It is the opinion of former USAF Chief' of Staff General Welsh

that the value of optimization techniques to aid in the conmanid and

, control of war is generally questiona t'le. 'I nis is due to the fact that

war is inherently wasteful and the margins of error are very gross
while optimizing control or efficiency is concerned with making

finely defined and constrained choices at the margins (48).

While gross margins of error are obviously true in the general
conduct of war, in the area of electronic combat the margins of
victory or defeat are more tightly defined, as in the few seconds of

delay in the actions of an opponent to engage friendly attacking

forces. The better able an organization is at adapting its EC packages

to the changing environment an(I optimizing their effectiveness

against an opponent, the greater the possibility of mission success.

Even so, what other impact will a DSS have on an organization at the

same time it is increasing its effectiveness? In answer, this section

is divided into five parts to discuss issues in the following areas:

1) Command/Mission Impact

2) Command Structure Impact

3) TACS Capability/Structure

. 4) Use of Expert Systems (Al) in DSS
.-

5) Miscellaneous

Command / Mission Ir nIpact.

1) 8 AUG 87: COMMAND AIDING: Though the concept of aiding the

* -. "mission planning process (force and unit levels) appears to be well

on its way, H1OW DO YOU AID "'HE CC (commander) DURING MISSION
O EMPLOYMENT? CAN TI IE FORCE CC IMPACT 'TI IE MISSION VERY
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NlICII ONCE TtlE MISSION IS OVER TILE LD (line of departure) AND

INTO TIlE FRAY? While it appears that if these decisions can be

made and executed quickly enough then this can be done by trading

between packages, it isn't clear that this would be a good idea once
the units are already or nearly ready to execute final actions. , such

as entry into the target area.

2) ------ : IMPACT ON OPERATIONS: How does speeding up the
planning/decision making process impact the organization'? In

general (all things working in theory(!)) this will allow the

commander to take the initiative, take advantage of opportunities,

be FLEXIBLE.

3) 20 JAN 88: IMPACT ON OPERATIONS: Due to the near equality
S4"  of forces (on a front such as NATO - WP front), only way to beat the

enemy is flexibility, BUT if the idea of retasking is anathema in

.many operational agencies how can we be flexible'? How do we

exercise the concepts of Mass (concentration) of Force, of Maneuver,
V of Economy of Force?

4) 2 FEB 88: LIMIT OF AID USEFULNESS: There is a point in a

mission that a crew CAN NOT respond to- r,-d:retion tregardless of
* the capability to get them the needed information and reconfigure

the aircraft) without putting themselves and others in greater peril
thain if they just follow through with the mission. THEREFORE, will

the introduction of a real-time retasking DSS lead to the command

structure trying to retask after some NO-CAN-DO point and therebyI
cause greater loss and problems than it will solve? I-low can this

point be determined with any reliability?

5) 25 FEB 88: AID USEFULNESS AND ORIENTATION: Do we want to

aid the mission employment of assets even if we can'? Why even

bother to ask this question? Even if there are the systems to

overcome all the input and execution problems, the commander is
limited, in terms of time, in his ability to complete the decision

cycle and the crew is similarly limited in their ability to react to
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command retasking even if they are given the correct informatiol.

Also, there is a point past which a change will create greater

problems and cause greater loss than following through with the

original mission or giving the crews a NO GO due to the fact that the

attack they are supporting has been cancelled. TIIUS: real-time

*, retasking CAN be used and DOES need to be developed (carefully), it

seems the area to really concentrate in order to gain the greatest pay

back by giving the commander flexibility would be reducing the

sense/decision/execution cycle at the TACC/ATAF level down to the

area of 3 to 6 hours. This would allow the commander to respond to

operational level opportunities, which are generally of greater

significance than tactical, while retasking could affect tactical efforts.

6) 2 MAR 88: COMMAND AIDING: There is a serious misuse of the

of the EC-130 because AIR COMMANDERS DO NOT UNDERSTAND TIlE

MISSION OFTIHE EC-130, HOW IT SHOULD BE EMPLOYED TO

ACCOMPLISH ITS DOCTRINALLY DEFINED MISSION, AND TIlE TRUE

IMPACT OF THAT MISSION ON THE POTENTIAL FOR THE SUCCESS OF

FRIENDLY FORCES. To assure the proper use of the EC-130 as well as

other forces, any decision aid such as the ECCO DSS should have

extensive memory aids on equipment specific capabilities, doctrine,

limitations, and so on. This may help improve the employment of

individual systems and thereby increased effectiveness of the overall

force.

The upshot of these previous entries are that retasking can be

a valuable tool within recognized confines but it may not be the place

to center the greatest efforts for flexible force command due to

mainly human limitations (at least while there is a human is still

flying the aircraft and the role of "pilot" has not yet been assumed by

remotely piloted vehicles). Retasking may be constrained due to the

limited time in which a retasking decision must be made,

communicated, and executed in theaters like NATO or Korea and the

time required for humans to digest even the best information and act

on it. The greater usefulness, and therefore greater pay off, may be
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the command decision cycle that culminates in the generation of the
ATO and its execution. Decreasing this latter cycle to three to six
hours would allow the air component commander to mould the

theater tactical and operational battles while leaving the aircraft

tactical battles to be fought by the crews. History testifies to the
soundness of individual aircraft combat tactics but is less convincing

as to the strength of higher levels concepts. This would include such

areas as the coordinated employment of EC assets in support of task

force level operations. All levels of combat must be won to win the
* war as well as the battle. Consequently, the responsiveness of the

coiniand cycle at the theater tactical/operational level appears to be
the area of greatest pay off and consequently the area to focus on
first with retasking as a parallel but slightly lower priority.

Command Structure Impact.

1) 23 SEPT 87: COMMAND LOCATION: Where do you put the

command point for the C2 of EC assets? Due to the scarcity of EC
V assets, the commander only has the flexible tactical/operational

control (terms used in the sense of tactical-operational-strategic)
necessary to take advantage of opportunities and react to enemy

threats at the theater level. Therefore, C2 of EC assets must be at

* the theater or AAFCE level. PROBLEM: AAFCE works the strategic
level/allocation of resources and NOT the current battle. HOW MIX'?

2) 23 SEPT 87: COMMAND LOCATION: In constructing the C2

structure, where do you put the control? ABCCC (Airborne

Command and Control Center) for its LOS (line of sight) capability?

Borefink? ATAF? ATOC?

3) 24 SEPT 87: OBJECTIVES: Tasking and therefore retasking MUST

be in line with the Air Commander's objectives which are in turn

supporting the Ground Commander's objectives.

4) 25 SEPT 87: COMMAND LOCATION: The ABCCC works the ;,r-

ground mission areas, AWACS works the air-air mission arca,,.
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Given these divisions, the ECCO should go on ABCCC if he is to be put
into the air (with consideration of operating world wide, position

should be in air as well as on ground for NATO as this results in the
system being redundant and survivable).

5) 25 SEPT 87: COMMAND LOCATION: Who should have authority

of this very scarce asset? Must support overall goals of theater

commander and therefore be able to shift EC assets across command
lines within theater (example: NATO) and yet be in position to

monitor/execute tactical operations. For operations outside of NATO
this does not appear to be a problem as is only a single air forces
commander whereas in NATO is several ATAFs where may need to
shift forces among these and this must be done by an authority with
a broader view than a single ATAF commander.

It would seem that in theaters where there is only a single air

force component commander that the question of where to position
the ECCO is not really a problem. In NATO, with its multiple ATAF
commanders each tasked with responsibilities, there is a problem of
shifting assets among the ATAFs because it is not likely that one

commander, hard pressed with what he does have, is going to freely
and quickly release operational control of assets. In NATO this is a
political as well as military problem.

TACS Capability / Structure.

1) 23 SEPT 87: C2 RESTRUCTURING: To accomplish retasking the C2

structure must be changed to support:

- How do you determine that there is a problem and
communicate with EC assets? INPUT: real-time intelligence feeds,
JTIDS communications with forces PROCESS: filter information

through threshold triggers to check for problems such as loss of
forces or unexpected increases in threat level.

-. How advise commander as to better/best way to use assets?

Use of DSS should enable the analysis of user-developed alternatives
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to determine better ways of using EC assets under a changing
environment.

* - How do you redefine airspace/ADA status to enable the

•- dynamic use of EC assets? Requires a rapid, secure, fully integrated
joint/combined communications capability. The current
manifestation of JTIDS is an initial step in the direction of

accomplishing such an objective.

- How do you give airborne crews a new mission so that they
can execute it with as great a potential for success as if it had been
planned under the normal planning process? Requires that the crew
have all route, communications, coordination, and target
information to include route/ target area/target study. Again, JTIDS

• is an initial step toward this and will be even more applicable with
the preplanned improvement which allows the in-flight modification
of the displayed routes and boundaries. This does not address
getting the crew the type of route and target/target area study
needed to determine crew/team/unit tactics and the preflight

coordination among crews necessary to execute those tactics. While
JTIDS may again be able to give the communication capabilities

needed to overcome these hurdles, there is a very real question as
*w to whether or not there will be the time to do all this coordination

(18; 23).

- How do you reconfigure an asset's on-board EC equipment/
weapons/expendables for a retasked mission OR does this become a

planning constraint for retasking?
4m

- How do you assess the potential for EC/hard kill fratricide

and then coordinate to minimize it?

. 2) 24 SEPT 87: C2 REQUIREMENTS: JTIDS offers solution to the
need of a secure, high data rate communications capability BUT is it
built with reliability/survivability and is there a second system
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(backup, redundant) with the same characteristics? If there isn't a
"backup ITIDS," what capability do we have to operate without it?

The impact of these thoughts are that the ECCO DSS is worthless

without these kinds of TACS modifications to give the commander
the capability to do retasking. Similarly, if retasking is to be
pursued and the types of system changes as mentioned above are
instituted, then it is absolutely critical that something like the ECCO
DSS be planned for and constructed so as to enable the commander's

1staff to generate intelligent plans and options for the commander to
consider as needed.

Use of Expert Systems (A) in DSS.

1) 8 NOV 87: USER ACCEPTANCE: Will users accept DSS

determinations/conclusions/recommendations? The DSS must have
the capacity to explain those things which are derived conclusions
and more than just complicated number crunching (For example:

- Though a route looks good with the critical 1ADS nodes destroyed,
route Pk is shown as 0.58. WHY? The route overflies the general

assembly area of a armored division with its heavily reinforced air
defense units and the terrain is composed of open stretches of flat

* terrain giving the mobile SA-6/-8/-etc.s very good chances of
successfully utilizing their full capability for autonomous acquisition
and engagement.).

2) 8 NOV 87: IMPLICATIONS: DOES VERY USE OF EXPERT SYSTEM
ERODE HUMAN EXPERTISE DEVELOPMENT even while explanation
capability of Al system may win user acceptance? Does human user
understand WHY the particular rules where chosen and fired in the
order they were fired in if he hasn't spent time "in the dirt" to find
out for himself? OR will Al allow for the building of further
expertise on an Al expert system foundation?

3) 10 FEB 88: IMPLICATIONS: If DSS and/or expert system is fully
accepted by a unit, what is the effect on the units ability to
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operate/survive if the system(s) goes down? How does this affect
. the ability of people to gain their own experience to gain insight on a

problem and develop their own thoughts on a subject (30; 41).

These are areas of great concern as it is very important that
the operation of those systems be understood so as to fully utilize
their potential. Also, the complete understanding of these systems
is of even greater importance when the systems are lost due to battle
damage and the C2 system must once again fall back on human
operators. This is an area for further, basic research.

Miscellaneous (but Important).

1) 29 SEPT 87: OPERATIONS IMPACT: What are the effects on a
coordinated operation and the commander's ability to successfully
pursue the battle if the DSS is down due to hasty movement (planned
movement should include the operation of an alternate system)?
Due to destruction? The answer to this question helps establish the

i ~system's value and therefore the level of means appropriate to keep

it in operation.

2) 18 NOV 87: MANAGEMENT OF ADAPTIVE DESIGN: How does
"the system" (the USAF support system) manage the development
and support of an adaptively designed system? Adaptive design
should be done on site with the users BUT if the system is used
throughout the Air Force (i.e., world wide) and in a variety of specific
applications, then WHO decides WHAT changes will be implemented
WHEN?

Proposal for implementation: User submits a desired change to a
local DSS referee who sits at no higher level than the directorate
above the unit (flying squadron submits request to DO referee). The
referee is a former user of the systems and can see their use across
the other unit of the directorate within the wing. The directorate
referee is on-line with other wing-level referees who evaluate the
suggestion and submit it up to command headquarters for review
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and approval before recommendation to the AFSC/AFLC OPR. This

evaluation requires that support and integration of the system be

considered. To be responsive there is a 45 day time limit on this

process. PROBLEMS: This introduces another tremendous (and

generally unwanted/unneeded) bureaucracy into the military. The
momentum toward standardization would nullify the advantage of

adaptive design which is the direct implementation of a system
tailored to that specific user's/unit's needs. Standardization would
leave the user with a system that was a compromise of the needs of
all other units. With the world-wide mission of the Air Force and its
requirement for personnel interchangeability, is this compromise
not inevitable? PROPOSAL: The Air Force might adopt the
philosophy of portability, borrowed from the field of computer
science, to avoid undesirable compromise, make the adaptive design

process workable, and retain the advantages of a system responsive

to the needs of the LOCAL user. Portability first provides a core
structure which is standard throughout the Air Force and controlled
at the Air Force level. This core then supports the unique
capabilities of a command or theater by the addition of a layer
external to the core. This additional layer is controlled by the
particular command or theater it was built to support. Finally, this

* command-customized system supports further customization by
individual units to do the unique job these units have been assigned

to accomplish.

3) 12 JAN 88: DYNAMIC RECONFIGURATION: How can required in-

flight reconfiguration of mission assets be accomplished?

DSS and the Adaptive Design Process

This second, more theoretically oriented, section is divided

into the the following four parts:
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1) Capturing User Input,

2) Adaptive DSS Design,

3) Follow - on Research: General,

4) DSS Evaluation of Operations.

Capturing User Input. The user and his/her organization are
the best source for generating the requirements for whatever

support systems they may need to accomplish the tasks they have
been given. Consequently, the capture of this information becomes
very important. As mentioned previously in this thesis, past efforts
have shown that the one-time questioning of users as to their needs,
and other similar techniques, generally leads to unsatisfactory
results. Additional research, also previously mentioned, has shown
that data gathered over time enables the establishment of truer basic
needs by overcoming problems of human perception like

remembering yesterday's problem instead of the problem that
continually reoccurs. The question then becomes how to gather this
information while- interfering the least with the user's job at hand
and retaining the context of the problem.

*1) 27 AUG 87: REQUIREMENTS CAPTURE: Need to allow user
ideas/complaints/recommendations/etc. to be noted with minimal
cognitive interruption of current task. HOW? Might use light boom

mike on head set with foot mike to allow user to "think out loud."
0 Could also hook up to DSS for audio prompts and other information

(22).

2) 8 NOV 87: SYSTEM ENVIRONMENT: Use of HyperCard-like
environment (An environment links the tools, capabilities, data,
and models of a system) - Build the DSS so that the user can't change
the system permanently but give the user the ability to duplicate

-," panels and then change/write on the duplicates to show what is
desired. OR/AND - allow the user to make a temporary change to the
operating system by inserting the changed "card" or commanding a
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system change. These effects would be deleted on command or on

turning the system off or on resetting the system.

3) 18 NOV 87: SYSTEM ENVIRONMENT: Use a HyperCard-like

environment in an operational system to pull in and run operations
(models, data bases, spread sheets, etc.) - USER enabled to take

snap-shot of screen and modify, write on, etc. and send off to store

for later evaluation.

4) 18 NOV 87: SYSTEM ENVIRONMENT: It would be best to have a

software environment which supports a full-up operation as well as
storyboards/functional display. This would then allow the evolution

of a system from storyboards to operating system, the direct
comparison of the desired system versus the delivered system, and

allow the creation of storyboards from the current operational
system to annotate desired changes.

5) 18 NOV 87: REQUIREMENTS CAPTURE: Snap-shot of screen used

*, to capture user requirements should automatically be annotated with

the date and time, the ability for the user to link to other cards to

show a desired sequencing, and a place to indicate how badly a
change is needed (this last area would have to be filtered, or ranked,

* later in view of all other needs using a process such as an Analytical
Hierarchy Process).

6) 15 DEC 87: REQUIREMENTS CAPTURE: How can user input

concerning needed systems evolution be obtained with minimum
impact on the current thought process which generated the desire?

For this DSS try: (1) When user hits the HOOK BOOK button, the
system automatically takes a snap shot of the screen (2) and, in a

separate storage area, presents the picture of the screen with an

open text field and graphic tools to use for making notes and
changing the presentation. (3) The system automatically records the

date/time, user, and other information required to reestablish the

context of the original comments. (4) A RETURN button to take the
user immediately back to the point where he was when he left.
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7) 5 JAN 88: STORYBOARD DEVELOPMENT / REQUIREMENTS
CAPTURE: Any system is very time intensive for the user if
storyboards must be developed from SCRATCH; BUT, if there is a
library of "building block" parts/icons available to build new screens
then the user can build a screen or screens fairly quickly and show
them to a designer. THUS, a ready library would ease use of the
system and thereby encourage the use of a system to build
storyboards and decrease user construction time. The storyboards
would provide a ready and well-defined basis for user-designer
communications and thereby hopefully result in decreased
miscommunications between the builder and user.

8) 23 FEB 88: USER STORYBOARDING: CAN a user use the
storyboarding process? Will a user WANT to use the process?
Would a HyperCard-like environment be acceptable to a user for
storyboarding? A user can do storyboarding and will use the process

. if it results in getting better tools to do his job. Therefore, a user
will use storyboarding IF the storyboarding process is easier and
quicker than the process currently possible. To meet these goals, a
user must be given a library of frames and icons close to what is

needed to quickly build a needed representation AND an easy, very
"user friendly" application to support the building of storyboards.
This library might be developed by the designer/builder based on
initial conversations with the user during the initial research of the
problem. The HyperCard environment is very easy to use and would
supply a dynamic dimension to a user developed storyboard. It
might be used if the initial storyboard construction was easier.
Regardless of whether the storyboards are actually constructed by
the user or the designer/builder, the user should be intimately
involved with the construction process. This is because
storyboarding requires a thorough analysis of the process to be aided
which in turn often results in valuable insights into the aided
process.

0.
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Adaptive DSS Design. The process of adaptive design is

encapsulate by the phrase "start small and grow." The small starting

point is the kernel. One way to choose the kernel is through the use
of concept maps. Concept maps will show the relations between the

various ideas and functions that make up a process and from these

component parts a subprocess can be selected to be the starting point

or kernel of the ultimately complete system. The designer/builder
can implement this subprocess using the concept map as an initial

'a cut at bounding process. Fine definition of the bounds occurs during

* the storyboarding process. Staying within the bounds is not easy.

1) 12 FEB 88: CONCEPT MAPS AND DSS DESIGN/ CONSTRUCTION:

It is very difficult to stay within the confines of a single kernel when

trying to design and/or implement the first parts of a DSS. This

seems to be due to the extensive amount of interrelated/overlapping
information that is shared with other kernels of the DSS which
results in the designer/builder quickly finding themselves working

in other than originally intended areas. This defeats the purpose of
kernel implementation if the system is not contained within the

original bounds because it slows the system's development/ fielding.
Additionally, the designer/builder finds himself quickly

overwhelmed by the size of the more complete system. This
problem might be avoided by turning the concept map of the kernel
into a guidebook in the form of a checklist (?) and referring to it

often, possibly checking off those areas that have been completed

and confirming what is needed next.

Follow - on Research: General. Many of the comments and

suggestions made throughout this thesis and appendix will require
further study and research. The areas commented on in this section

O. are not easily categorized to one of the foregoing sections but are

very pertinent to both the ECCO DSS as well as to systems beyond the
":' , ECCO DSS.
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1) 20 AUG 87: ALTERNATIVE GENERATION: The DSS needs to
incorporate an ACTIVE ALTERNATIVE suggestion capability initiated
by the machine.

2) 27 AUG 87: ALTERNATIVE GENERATION: How does the DSS aid

the user in the area of alternative generation'? May be able to use a

Vlibrary of war-game developed ideas/scenarios in a relational data
base. This would enable the filtering of the many scenarios based on
the needs of the user at the time.

* 3) ----- 88: ALTERNATIVE GENERATION: Under situations of high
time stress, might want to have available to the DSS prestructured
("canned") alternative templates (concept of templates borrowed
from cognitive sciences and the field of Artificial Science) (17:951).
These could be keyed by solution drivers which would generally
mean the constraints of the problem such as the number and mix of
the EC assets. A decision tree could be set up based on the type of
aircraft for the decision tree level and the number of that type
aircraft being the different possible branches. At the end of the
branching, which represents the current combination of aircraft,
there could be a set of plans which are themselves differentiated by

the threat environment and mission. Therefore, the number of
mission templates would equal at least the number of possible threat
environments, n, multiplied by the number of missions, m. Beyond
this number, it would be best to have two or three plans for each
threat-mission combination, each addressing other key mission

*aspects. This would lead to a total number of 3 * mn * n * (the

number of aircraft combinations).

DSS Evaluation of Operations. It is a matter of the utmost

faith (and definition) within the field of Operations Research that a
process/problem can be modeled and thereby quantitatively
measured using one or several of the many purely quantitative and

pseudo-quantitative tools available for the purpose of achieving

optimal decision making (16:6). Some processes are more difficult to
measure or evaluate than others due primarily to a lack of
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understanding of the full details of the process's interactions. One of
N these processes is war of which EC is a subset.

1) 24 SEP 87: ALTERNATIVE VALUATION: How do you value EC

assets and assess their impact on the environment so as to measure

one plan's value and comparative ranking over another plan?
0

2) 29 SEP 87: IMPACT MEASUREMENT: Initial Cut - Given the

commander's objectives, a gross idea is needed of the combined
worth of the planned attack force's capabilities, the worth of

individual force components, the value of its limitations, the worth

-v of mission roles in contributing to the mission objective,
environment, and the worth each subportion to the overall mission

(i.e., what is the worth of hitting a specific GCI site in a highly

redundant, overlapping, and interconnected GCI system to the

outcome of the mission as versus the risk and impact on future

* . missions of exposing the assets to the threat environment in

supporting the strike against that GCI site? If the assets were to

have been exposed to threats in their original tasking, then the

subsequent exposure to a threat environment under retasking is not
a change ("sunk cost") and therefore is not a valid criteria. The new
criteria might be the difference between the worth of the originally

V tasked air forces versus their increased worth as a result of reduced

attrition due to augmentation by EC forces.). A JMEMs (Joint
Munitions Effectiveness Manuals) style data source is needed which

would provide EC information and known capabilities against various

* individual targets and combinations of targets (6). This would be an

initial step in developing this measurement capability, allow for the
comparison of forces versus targets, give planners the ability to do
measured trade offs, and help establish target inherent worth both

* .from the aspect of the target's system worth and cost to friendly
forces.

3) ---- 88: VALUATION CAPABILITY (A SURROGATE MEASURE
OF A C2 SYSTEM): A capability to evaluate the loss of friendly

assets versus enemy damage is needed. This could be used as a
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measure of a C2 system by measuring the difference between the kill
ratios of a C2 system using a modification of interest and a C2 system
not using the modification.

To choose between alternatives there must be a basis of
comparison. This is a field that has still to be satisfactorily addressed
within the area of warfare and especially within both the fields of
electronic combat and command and control. Serious and
concentrated research is still badly needed in these areas.

The ECCO DSS and Its Environment

The question of retasking is a large and very complex one. In
working through the development of the ECCO DSS there was the
constant requirement to focus on a tightly defined area and note
requirements for work in other areas. The following four parts are
the result these observations and constitute the divisions of this
section of the appendix:

1) Degraded Operations,

2) DSS Improvements,

3) Adaptive Design of the ECCO DSS: Future Areas for
Evolution,

4) Deconfliction.

Degraded Operations. Any system fielded to operate in a
warfighting environment must be able to operate and accomplish its
design function under the most adverse conditions. This
environment is unique in that the system.itself is being actively
targeted for destruction. Consequently, the system, whatever type
of system it may be, must be able to function even while damaged.
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1) 21 AUG 87: DEGRADED OPERATIONS: Some work needs to be

done to address how the DSS will operate in a degraded mode due to

loss of intelligence inputs, how to prevent the loss of these inputs,

the possibility of mininizing the impact of losing information input

by ensuring that other systems throughout the C2 system have some

capability to reproduce various aspects of the functions of the ECCO

DSS.

2) 22 AUG 87: DEGRADED OPERATIONS: The impact of degraded

operations can possibly be somewhat ameliorated through the

continual sharing of information between command centers and

systems, the use of common, shared data bases, and overlapping

functionality of fielded systems to enable one or more systems to

replace the loss of another system.

3) 2 FEB 88: DEGRADED OPERATIONS: Throughout the operation of

the system snapshots of data and presentations are stored, primarily

to allow the historical representation of the war but also to

* accomplish operations if the input source goes down. This stored

information can be used to PROJECT enemy movement with an

ASSOCIATED CONFIDENCE LEVEL. This confidence level on the

information being presented will change as a function of time.

*Updates of this information will restore the confidence level but the

confidence level will immediately continue to decay after the update.

4) 13 FEB 88: DEGRADED OPERATIONS: What happens when the

input link showing the current EOB (Electronic Order of Battle) goes

down? It may be possible to use the last or best resent (information

with the highest available confidence level within the last three

hours) available information of the EOB with historically based state
vectors to show where depicted units are headed. These would also

have an associated confidence level which is time dependent. After a

sufficient amount of time has elapsed so that the confidence level is

unacceptable then the system shifts to using updates, such as crew

debriefs, in conjunction with enemy doctrinal template models to

project courses of action.
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There are a myriad of other aspects to the problem of degraded
* operations of combat operations systems that must be addressed as

well as the few mentioned here. In the consideration of this specific
system it quickly becomes obvious that it is very reliant on
intelligence input information. It is also obvious that the cessation of
this information could result in just so much metal and so many
computer chips sitting around taking up space and leaving the
commander worse off than before the system was introduced.
Consequently, the problem of how to assure the continued useful
operation of this or any other C2 DSS that relies on external
information input is very important. The use of historically based
trends in enemy actions to be used as the initial input for models
used to project continued enemy actions may be one way of
addressing the problem.

DSS Improvements. This section addresses improvements
necessary to the operation of the ECCO DSS besides those obvious
improvements of the ECCO DSS due to its expansion to serve in the
many other areas cited in the concept maps.

1) ------- : JOINT / COMBINED OPERATIONS: Above all else the
DSS should be cooperatively expanded to include the capability to

* handle all US armed forces EC assets as well as all allied EC assets.
This should be done even before the completion of the DSS to handle
all aspects of the current three systems for at least two reasons; (1)
A cooperative effort would represent a "political" acceptance within
the services of the need for truly integrated operations, and (2) The
planned integration of other assets would insure that data bases,
models, and control mechanisms are kept flexible enough to handle
the later inclusion of these systems.

2) -- AUG 87: GENERAL CHARACTERISTICS: DSS elements must

have TRAINING/EXERCISE/DIAGNOSTIC capabilities embedded. This
overcomes the cost of constructing additional training facilities as

Jwell as the loss of realism.

197
I -

,€ e . .- . " ",,-,, . -" , " o " , -,," .'- ,, . "e" 9 ."", . .. ,"",",""-",., .,",, ,,",Y " " ", " "€ ., . .



- 3) -- AUG 87: DISPLAY REQUIREMENTS: Need to enhance
presentations by enabling the display of range rings, "time-to-go"

rings for selected systems, allow the selection of geographic
orientation, enable the display of azimuth and range between

'a.'

selected objects, and the use color (in a consistent manner).

4) 29 SEP 87: EC PLANNING MEMORY AID: Need operational
planning aid to give general information on different EC systems such
as mission roles, capabilities, limitations, notes on interaction with
other systems, and other pertinent data. Also, the system should
have the capability to display similar information on specific assets
in the air, such as its equipment/ ordinance configuration, fuel
state, and other pieces of information needed by the ECCO for
planning alternate missions.

5) 24 NOV 87: AIR MANAGEMENT: Enable DSS to determine if the
transfer of assets between two attack groups is feasible based on
time and system capabilities. Give the operator an explanation of
why a transfer is not feasible and a checklist as a memory aid if the
transfer is feasible.

'" 6) 9 DEC 87: lADS TRENDS: Enable the time sequence display of thea'

lADS to show trends in effectiveness, operations, enemy intentions,
goals, as well as information on other subjects.

7) 12 JAN 88: PLANNING MEMORY AID: For each aircraft (when
SHOW VECTOR selected) show: (1) Graphic time/speed vector to give

, a feel for aircraft velocity relations (2) Range ring which is a
function of the aircraft's fuel state and current speed or a selected
speed (3) Maximum operational range ring which shows how far an
aircraft can go, given a selected mission profile and whether or not

* combat tactics will be used, and still return to the planned landing
base.

8) 18 JAN 88: MODELS: DSS models which compute jamming effects
must take into account types/techniques of the jamming and the
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victim radar, polarization, range and power distribution, terrain
influence, weather influence, and other factors such as the changing

radar cross section of the aircraft.

9) 28 JAN 88: COMMANDER'S GUIDANCE MEMORY AID: DSS should
have "CC GUIDE" button which when selected would show;

(1) A map overview of the area with the stated geographical
objectives and associated targets,

(2) A graphic representation of the allocation and allotment

break down,

(3) An aggregate depiction, keyed to the current area of
coverage, of the major air thrusts, objectives and goals,

(4) A listing of the commander's guidance.

Adaptive Design of the ECCO DSS: Future Areas for
Evolution. The ECCO DSS must incorporate various capabilities
represented in the concept maps of Appendix A but not yet designed

into the storyboard strawman which was shown to the users as
represented by the 507 TACC. Areas that will need to be included or

* studied further before inclusion are discussed in this section. There
are also included some thoughts concerning the impact of the

adaptive design process on the USAF.

1) 8 AUG 87: COORDINATED ASSESSMENT: A DSS that uses multiple
cooperative models which provide information to each other to come
up with an evaluation must all be based on the same assumptions,
constraints, logic, resolution, tactics, assessment of the threat
systems, the threats' C2 system, the effects of friendly
countermeasures on the threat, as well as use the same algorithms.
This coordination of the models will help lead to results that are at
least consistent (these problems should be addressed in the
establishment of a service-wide management system to implement
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and maintain a hierarchy of models). Otherwise, the same questions
and input will yield different output.

2) 23 SEP 87: IADS: The DSS needs to be able to assist in answering
the question of what level to knock the IADS down to so as to realize
minimum attrition for a given mission. To do this, the DSS needs to

0 be able to display the IADS C2 interconnectivity, indicate the type of
interconnectivity (data link, hard wire, HF/VHF radio, etc.), display
the critical nodes, indicate the current operational level of a unit
(such as Independent, Semi-Autonomous, etc.), and be able to
account for the change in friendly attrition due to these effects and
operational levels. ADDITIONALLY, the DSS must also address the
SILENT THREAT (31). Is a threat system silent because it has been
killed'? Then actively targeting it is a waste of resources. Or is a

threat system silent because it is waiting in ambush? How can this
be determined and indicated?

3) 23 SEP 87: EXPENDABLE EC ASSETS: The use of EC assets, such
as TACIT RAINBOW, must be considered in a C2 problem. QUESTION:
Has the C2 and employment doctrine for these systems been

developed? Has the impact on current doctrine been considered?
These questions are critical because they will dictate how the ECCO

* advises the commander on the use of these and other EC assets.

4) 23 SEP 87: MODELLING AN EC ENGAGEMENT: How is it known
when to initiate jamming of the model aircraft against any given

threat? This will impact the outcome of the modelled engagement
and eventually the analysis of the alternative plans.

5) 29 SEP 87: SYNERGISTIC EFFECTS: How can the
interactive/synergistic effects of electronic combat be predicted
and/or planned for (6)? Do you want to plan for these effects?
Planning for positive benefits from these effects would lead to
planning a best case scenario. Planning on negative benefits from

these effects would lead to planning a worst case scenario. Each type
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of benefit could cause a significant variation in the support
configuration.

6) 29 SEP 87: PLANNING MEMORY AID: A DSS should have a
JMEMs type capability for EC planning. There needs to be the
capability to compare friendly EC capabilities against adversary

systems, friendly vulnerabilities against adversary systems, remind
the ECCO as to the appropriate mission role of assets, and determine
friendly EC optimal support configurations to support the attack

force.

7) 29 SEP 87: ENEMY REACTION: It is important to future planning

to be able to determine changes in enemy capabilities due to EC
actions as well as enemy reactions and how those reactions change

* over time (6). This knowledge would point up enemy vulnerabilities
and give indications as to how long the enemy systems might remain
vulnerable before corrective action closed that option to friendly
planners.

8) 8 NOV 87: WARNING OF UNACCEPTABLE PLAN CHANGES: Hlow
*.. does a DSS warn the user that a change has occurred in the plan that

r, quires either initiating an alternate plan or starting the retasking

U, process? The DSS can be loaded with a copy of the mission plans
_* which can be used to compare with real-time information of the

actual missions. Threshold differences can be set for various aspects
of a mission and when the difference between the planned and
actual mission becomes greater than one of these thresholds then the
system automatically triggers an alarm for the operator. These

" threshold should be set for areas such as course deviation, timing,

force composition, attrition levels, and other items. Additionally,
- these thresholds should be area selectable and user defined.

9) 8 JAN 88: UNCERTAINTY: [low can/should uncertainty/variance/
confidence be indicated for both the input information (intelligence)
and the analysis results? Does a planner need to know this
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2 information? Will this type of information have an impact on
retasking?

10. 20 JAN 88: CURRENT POTENTIAL: Due to the complexity of the
ECCO DSS, it may not be possible to field a system that is able to
accomplish both the capability requirements and the speed/time
requirements. If not, it might be necessary to first field a system
that uses a 'Rule-of-Thumb" approach.

Deconfliction. The requirement to deconflict both
*e physical and electromagnetic space is just the logical extension of a

commander's need to conserve his forces. The extreme complexity of
a large military operation may render current attempts at perfect
deconfliction completely ineffective and laughable. Deconfliction is
probably a misnomer more properly termed Conflict Management.

1) 29 SEP 87: DECONFLICTION: For the purposes of conserving

forces, gathering the best possible intelligence, and assuring the
best possible coordination of force effects, the DSS should be enable
the management of (1) the coordination between combat EC
requirements and intelligence ELINT taskings, (2) the EC efforts on
the ground as well as in the air, (3) the coordination of EC timing,

*and (4) ingress/egress air space.

2) 9 DEC 87: AIR SPACE DECONFLICTION: How should airspace
management/deconfliction be depicted for the purpose of

transferring retasked forces? Should it be completely a computer
check of possible conflicts with other current or planned operations
or a combined computer and visual depiction check? The process
could be as follows;

(1) Currently active routes and those ATO planned routes that
will be active during the projected retasking would be overlaid on

the overview display,

(2) The proposed route(s) would then be overlaid on the

overview display,
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(3) The system would simulate the plan and do a point by
point evaluation of the proposed routes to check for conflicts in both

time and altitude,

(4) Real world flight activities do not arrive at points exactly
as planned but instead arrive with some amount of error in their

V arrival times as compared to their planned arrival time. The same is
true with respect to altitude. Consequently, "conflict" in planning
could be defined as whenever two aircraft/forces come within two

- sigma, or two times the.standard deviation from their mean arrival

time/altitude, of each other in terms of either altitude or time.

These could be differentiated by color. The conflict could be coded
. red if the conflict was within one sigma for both forces. It could be

coded orange if the interaction was within one sigma for only one
force and between one and two sigma for the other force. The
conflict could be coded yellow of the conflict was between one and
two sigma for both forces.
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The air commander's ability to shape and control the battle is
just as critical for victory in the air as it is on the ground. The
inability of the commander to control his forces in a timely manner
will see them defeated by a more flexible opponent. Decision
support systems (DSS) are a tool which can aid the commander by
giving the overwhelming masses of information a structure for the
decision process at hand and by aiding the evaluation of this
information.

The problem of being inundated by data also applies to
electronic combat (EC) assets. The commander's control of a these
scarce resources requires a complex assessment of an enemy's air
defense system and the determination of how to employ EC assets to
gain the best degradation/destruction of those defenses.

To develope a DSS to aid the commander, the functions and
requirements of the system must be established. The purpose of this
thesis was to investigate the use of the storyboarding process as a
vehicle for the establishment of systems requirements. The DSS
focused on for this study was an aid to the Electronic Combat
Coordination Officer (ECCO) for the dynamic retasking of airborne EC
assets. The adaptive design process was used, therefore only a small
core was initially proposed. The remainder of the system would
follow as further requirements were generated.

The main objectives of this research were: (1) Model, through
concept mapping, the probable decision process of the ECCO for the
retasking of EC assets. (2) Continue the investigation into the
effectiveness of paper-based storyboarding in determining system
requirements. (3) Investigate the possibility of using a computer-
based storyboarding process with the aim of determining the
feasibility of user generation of system requirements.

The results indicate that the storyboarding process is excellent
for the unambiguous communication of requirements. There is every
indication that computer-based storyboarding can prove to be even
more effective by taking the user one step closer to the actual
system and may thereby enable the generation of system
requirement by users in the field.
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